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Overview

This document, CIS Microsoft 2ure Foundations Security Benchmark, provides
prescriptive guidance for establishing a secure baseline configuration for Microsoft Azure.
The scope of this benchmark is to establish the foundation level of security for anyone
adopting Microsoft Azure Cloud The benchmark is, however, not an exhaustive list of all
possible security configurations and architecture. You should take the benchmark as a
starting point and do the required sitespecific tailoring wherever needed and when it is
prudent to do so.

To obtain the latest version of this guide, please visit https://www.cisecurity.org/cis
benchmarks/. If you have questions, comments, or have identified ways to improve this
guide, please write us at benchmarkinfo@cisecurity.org.

Intended Audience

This docunment is intended for system and application administrators, security specialists,
auditors, help desk, and platform deployment personnel who plan to develop, deploy,
assess, or secure solutions that incorporate Microsoft Azure.

Consensus Guidance

This bendhmark was created using a consensus review process comprised of subject
matter experts. Consensus participants provide perspective from a diverse set of
backgrounds including consulting, software development, audit and compliance, security
research, operatons, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
during initial benchmark development. During this phase, subject matter experts convene
to discuss, create, and test working drafts of the behmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been published. During this phase, all feedback provided by the
Internet community is reviewed by the consensus tem for incorporation in the

benchmark. If you are interested in participating in the consensus process, please visit
https://workbench.cisecurity.org/.
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Typographical Conventions

The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code, command, and script examples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or example$ext should
be interpreted exactly as presented.

<italic font in brackets> Italic texts set in angle brackets denote a variable
requiring substitution for a real value.

Italic font Used to denote the title of a book, article, or other
publication.
Note Additional information or caveats

Assessment Status

An assessment status is included for every recommendation. The assessment status
indicates whether the given recommendation can be automated or requires manual steps
to implement. Both statuses are gually important and are determined and supported as
defined below:

Automated

Represents recommendations for which assessment of a technical control can be fully
automated and validated to a pass/fail state. Recommendations will include the necessary
information to implement automation.

Manual

Represents recommendations for which assessment of a technical control cannot be fully
automated and requires all or some manual steps to validate that the configured state is set
as expected. The expected state caary depending on the environment.
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Profile Definitions

The following configuration profiles are defined by this Benchmark:

1 Levell
Items in this profile intend to:

o be practical and prudent;
o provide security focused best practice hardening of a technady; and
o limit impact to the utility of the technology beyond acceptable means.

1 Level 2

This profile extends the "Level 1" profile. Items in this profile exhibit one or more of
the following characteristics:

o are intended for environments or use cases whersecurity is more critical
than manageability and usability
acts as defense in depth measure
may impact the utility or performance of the technology
may include additional licensing, cost, or addition of third party software
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Recommendations

1 Identity and Access Management

This section coverssecurity recommendations that to follow to set identity and access
management policies on an Azure Subscription. Identity and Access Management policies
are the first step towards a defensen-depth approach to securing an Azure Cloud Platform
environment.

Most of the recommendations from this section are marked as "Not Scored" because of the
lack of "Azure native CLI and API support” to perform the respective audits. However, from
a security posture standpoint, these recommendations are important. Accontj to the last
communication with the Microsoft Support team regarding "Azure native CLI and API
support”, Microsoft teams are working to enhance "Microsoft graph API" to support all
these "Azure AD" functionalities. Once we get this capability through "ktosoft Graph

API", we will update the involved recommendations with the respective audit and
remediation steps to make them as scored.
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1.1 Ensure that muHfiactor authentication is enabled for all privileged
users (Manual)

Profile Applicability:
7 Level 1

Description:

Enable multi-factor authentication for all user credentials who have write access to Azure
resources. These include roles like

1 Service CeAdministrators
1 Subscription Owners
1 Contributors

Rationale:

Multi -factor authentication requires an ndividual to present a minimum of two separate
forms of authentication before access is granted. Mulfactor authentication provides
additional assurance that the individual attempting to gain access is who they claim to be.
With multi -factor authentication, an attacker would need to compromise at least two
different authentication mechanisms, increasing the difficulty of compromise and thus
reducing the risk.

Impact:

Users would require two forms of authentication before any action is granted. Also, this
requires an overhead for managing dual forms of authentication.

Audit:

From Azure Console

Go toAzure Active Directory

Go toUsers

Go toAll Users

Click onMulti - Factor Authentication button on the top bar

Ensure thatMULTI- FACTOR AUTH STATUSS Enabled for all users who areService
Co- Administrators ORoOwners ORContributors

arpONPE
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Microsoft Graph API
For Every Subscription, For Every Tenant
Step 1: ldentify Users with Administrative Access

1. List All Users Using Microsoft Graph API:

GET https://graph.microsoft.co m/v1.0/users

Captureid and correspondinguserPrincipalName  ($uid , $userPrincipalName )

2. List all Role Definitions Using Azure management API:

https://management.azure.com/subscriptions/:subscriptionld/providers/Microsof
t.Authorization/roleDefinitions?api - version=2017 - 05- 01

Capture Role Definition IDs/Name g$name) and role names $properties/roleName ) where
"properties/roleName" contains (Owner Or *contributor or admin )

3. List All Role Assignments (Mapping$A.uid to $B.name) Using Azure Management

API:

GET
ht tps://management.azure.com/subscriptions/:subscriptionld/providers/Microsof
t.Authorization/roleassignments?api - version=2017 - 10- 01- preview
Find all administrative roles ($B.name ) in "Properties/roleDefinitionid" mapped with
user ids @A.id ) in "Properties/p  rincipalld” where "Properties/principal Type" ==
"User"

4. Now Match @CProperties/principalld ) with $A.uid and get

$A.userPrincipalName save this a.userPrincipalName

Step 2: Run MSOL Powershell command:

Get- MsolUser - All | where {$_.StrongAuthenticationMet hods.Count -eq 0} |
Select - Object - Property UserPrincipalName

If the output contains any of thesD.userPrincipalName , then this recommendation is non
compliant.
Please note that at this point of time, there is no API/CLI mechanism available to

programmatically conduct security assessment for this recommendation. Only option is MSOL
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Remediation:

Follow Microsoft Azure documentation and setup multifactor authentication in your

environment.

https://docs.microsoft.com/en -us/azure/active -directory/authentication/tutorial _-enable-

azure-mfa

Default Value:

By default, multi-factor authentication is disabled for all users.

References:

1. https://docs.microsoft.com/en -us/azure/multi -factor-authentication/multi -factor-

authentication

2. https://stackoverflow.com/questions/41156206/azure -active-directory -premium-

mfa-attributes -via-graph-api

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-identity -management#im-4-use-strong-authentication-controls-for-all-azure-

active-directory -basedaccess

CIS Controls:
Controls
. Control IG 1]1G 2|IG 3
Version
6.5 Require MFA for Administrative Access .
v8 Require MFA for all administrative access accounts, where supported, on all 0]
enterprise assets, whether managed osite or through a third-party provider.
4.5 Use Multifactor Authentication For All Administrative
v7 Access o]
Use multi-factor authentication and encrypted channels for all administrative
account access.
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1.2 Ensure that muliactor authentication is enabled for all non
privileged users (Manual)

Profile Applicability:
1 Level 2

Description:

Enable multi-factor authentication for dl non-privileged users.

Rationale:

Multi -factor authentication requires an individual to present a minimum of two separate
forms of authentication before access is granted. Mulfactor authentication provides
additional assurance that the individual attenpting to gain access is who they claim to be.
With multi -factor authentication, an attacker would need to compromise at least two
different authentication mechanisms, increasing the difficulty of compromise and thus
reducing the risk.

Impact:

Users wouldrequire two forms of authentication before any action is granted. Also, this
requires an overhead for managing dual forms of authentication.

Audit:

From Azure Console

Go toAzure Active Directory

Go toUsers

Go toAll Users

Click onMulti - Factor Authentica tion button on the top bar
Ensure that for all usersMULTI- FACTOR AUTH STATUSS Enabled

agrpONPE

Microsoft Graph API
For Every Subscription, For Every Tenant
Step 1: Identify Users with non-administrative Access

1. List All Users Using Microsoft Graph API:

| GET https: //graph.microsoft.com/v1.0/users

Captureid and correspondinguserPrincipalName  ($uid , $userPrincipalName )
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2. List all Role Definitions Using Azure management API:

https://management.azure.com/subscriptions/:subscriptionld/providers/Microsof
t.Authorization/ro leDefinitions?api - version=2017 - 05-01

Capture Role Definition IDs/Name g$name) and role names $properties/roleName ) where
"properties/roleName" does NOT contain @wner oOr *contributor or admin )

3. List All Role Assignments (MappingsA.uid to $B.name) UsingAzure Management

API:
GET
https://management.azure.com/subscriptions/:subscriptionld/providers/Microsof
t.Authorization/roleassignments?api - version=2017 - 10- 01- preview
Find all nonradministrative roles ($8.name) in "Properties/roleDefinationid" mapped
with user ids @A.id ) in "Properties/principalld" where "Properties/principal Type"
=="User"
D> Now Match §CProperties/principalld ) with $A.uid and get$A.userPrincipalName

save this a.userPrincipleName
Step 2: Run MSOL Powershell command:

Get- MsolUser - All | where {$_.StrongAuthenticationMethods.Count -eq 0} |
Select - Object - Property UserPrincipalName

If the output contains any of thesD.userPrincipleName  , then this recommendation is non
compliant.

Please note that at this point of time, there is no API/@héchanism available to
programmatically conduct security assessment for this recommendation. Only option is MSOL

Remediation:

Follow Microsoft Azure documentation and setup multfactor authentication in your
environment.

https://docs.microsoft.com/en -us/azure/active -directory/authentication/tutorial -enable-
azure-mfa

Default Value:

By default, multi-factor authentication is disabled for all users
References:

1. https://docs.microsoft.com/en -us/azure/multi -factor-authentication/multi -factor-
authentication
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2. https://docs.microsoft.com/en -us/azure/active -directory/authentication/howto -

mfa-userstates

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-identity -management#im-4-use-strong-authentication-controls-for-all-azure-

active-directory -basedaccess

CIS Controls:

Controls
Version

Control

IG1

IG 2|1G 3

v8

6.3 Require MFA for ExternallyExposed Applications
Require all externally-exposed enterprise or third-party applications to enforce

MFA, where supported. Bforcing MFA through a directory service or SSO provider ig

a satisfactory implementation of this Safeguard.

O«

v8

6.4 Require MFA for Remote Network Access
Require MFA for remote network access.

O«

v7

16.3 Require Multi-factor Authentication
Requre multi -factor authentication for all user accounts, on all systems, whether
managed onsite or by a thirdparty provider.
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1.3 Ensure guest users are reviewed on a monthly basis (Automated)

Profile Applicability:
1 Level 1

Description:

Azure AD isextended to include Azure AD B2B collaboration, allowing you to invite people
from outside your organization to be guest users in your cloud account and sign in with
their own work, school, or social identities. Guest users allow you to share your compasy
applications and services with users from any other organization, while maintaining
control over your own corporate data.

Work with external partners, large or small, even if they don't have Azure AD or an IT
department. A simple invitation and redempton process lets partners use their own
credentials to access your company's resources a a guest user.

Rationale:

Guest users in the Azure AD are generally required for collaboration purposes in Office
365, and may also be required for Azure functions in ¢arprises with multiple Azure

tenants, Guest users should be reviewed on a regular basis, at least annually, Guest users
should not be granted administrative roles where possible.

Guest users are typically added outside your employee dyoarding/off -boarding process
and could potentially be overlooked indefinitely leading to a potential vulnerability.

Guest users should be review on a monthly basis to ensure that inactive and unneeded
accounts are removed.

Impact:

Until you have a business need to provideugst access to any user, avoid creating guest
users. If guest accounts are being used, they should be removed when no longer required.

Audit:

From Azure Console

Go toAzure Active Directory

Go toUsers and group

Go toAll Users

Click onshowdrop down and selectGuest users only

Hown PR
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5.

Ensure that guest users listed are still requiredSER TYPE= Guest )

Using Azure Command Line Interface 2.0

| az ad user list -- query "[?userType=="'Guest']"

Ensure all users listed are not inactive and still required.
Using PowerShell

Connect - AzureAD (Only needs to be performed once within the PowerShell

session)

Get- AzureADUser [Where - Object {$_.UserType - like "Guest"} |Select - Object
DisplayName, UserPrincipalName, UserType - Unique

Remediation:

From Azure Console

abrwbdE

Go toAzure Active Directory

Go toUsers and group

Go toAll Users

Click onshowdrop down and selectGuest users only

Delete all "Guest" users that are no longer required or are inactive.

It is good practice to use a dynamic group to manage guest users.
To create the dynanic group:

1. Navigate to theActive Directory blade in the Azure Portal

2. Select theGroups item

3. Create new

4. Type ofdynamic

5. Use the following dynamic selection rule. "(user.userTypeq "Guest")"

6. Once the group has been created, select access reviews option arehte a new
access review with a period of monthly and send to relevant administrators for
review.

References:

1. https://docs.microsoft.com/en -us/azure/active -directory/b2b/user -properties

2. https://docs.microsoft.com/en -us/azure/active -directory/fundamentals/add -
users-azure-active-dir ectory#delete-a-user

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa3-review-and-reconcile-user-accessreqularly
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CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

5.3 Disable Dormant Accounts
v8 Delete or disable any dormant accounts after a period of 45 days of inactivity, 0)
where supported.

6.2 Establish an Access Revoking Process
Establish and follow a process, preferably automated, for revoking access to

v8 enterprise assets, through dsabling accounts immediately upon termination, rights 0)
revocation, or role change of a user. Disabling accounts, instead of deleting accounts
may be necessary to preserve audit trails.
16.8 Disable Any Unassociated Accounts .
V7 Disable any accounthat cannot be associated with a business process or busines 0o

owner.
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1.4 Ensure that 'Allow users to remember mfdtitor authentication on
devices they trust' is 'Disabled’ (Manual)

Profile Applicability:
1 Level 2

Description:

Do not allow usersto remember multi-factor authentication on devices.

Rationale:

Remembering MultiFactor Authentication(MFA) for devices and browsers allows users to
have the option to bypass MFA for a set number of days after performing a successful sign
in using MFA. This can enhance usability by minimizing the number of times a user may
need to perform two-step verification on the same device. However, if an account or device
is compromised, remembering MFA for trusted devices may affect security. Hence, it is
recommended that users not be allowed to bypass MFA.

Impact:

For every login attempt, the user will be required to perform multifactor authentication.

Audit:

From Azure Console

GO toAzure Active Directory

Go toUsers

Go toAll Users

Click onMulti - Factor Authent  ication  button on the top bar
Click onservice settings

Ensure thatAllow users to remember multi - factor authentication on
devices they trust is not enabled

oA wWNPE

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:
From Azure Console
1. Go toAzure Active Directory
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Go tousers

Go toAll Users

Click onMulti - Factor Authentication button on the top bar
Click onservice settings

DisableAllow users to remem ber multi - factor authentication on devices
they trust

oA wWN

Default Value:

By default, "Allow users to remember multifactor authentication on devices they trust" is
disabled.

References:

1. https://docs.microsoft.com/en -us/azure/multi -factor-authentication/multi -factor-
authentication-whats-next#remember-multi -factor-authentication -for-devicesthat-
users-trust

2. https://docs.micr osoft.com/en-us/azure/security/benchmarks/security -controls-
v2-identity -management#im4-use-strong-authentication-controls-for-all-azure-
active-directory -basedaccess

CIS Controls:

Controls

. Control IG1/IG 2|IG 3
Version

6.3 Require MFA for ExternallyExposed Applications
v8 Require all externally-exposed enterprise or third-party applications to enforce (‘j
MFA, where supported. Enforcing MFA through a directory service or SSO provider
a satisfactory implementation of this Safeguard.

v8 6.4 Require MFA for Remote Netwdt Access

0
Require MFA for remote network access.
16.3 Require Multi-factor Authentication .
V7 Require multi-factor authentication for all user accounts, on all systems, whether 0]

managed onsite or by a thirdparty provider.
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1.5 Ensure that 'Nuber of methods required to reset' is set to '2'
(Manual)

Profile Applicability:
1 Level 1

Description:

Ensure that two alternate forms of identification are provided before allowing a password
reset.

Rationale:

Like multi-factor authentication, setting updual identification before allowing a password
reset ensures that the user identity is confirmed via two separate forms of identification.
With dual identification set, an attacker would require compromising both the identity
forms before he/she could maiciously reset a user's password.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toPassword reset

Go toAuthentication methods

Ensure thatNumber of methods required to reset is set to2

agrpLONE

Please note that at this point of time, therse no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toPassword reset

Go toAuthentication methods

Set theNumber of methods required to reset to 2

arwdE
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Default Value:

By default, the "Number of methods required to reset" is set to "2".

References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -

passwordsfag#password-reset-registration

2. https://docs.microsoft.com/en -us/azure/active -directory/authentication/howto -

sspr-deployment

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-identity -management#im-4-use-strong-authentication-controls-for-all-azure-

active-directory -basedaccess

CIS Controls:

Controls
Version

Control

IG1

IG 2|1G 3

v8

6.3 Require MFA for ExternallyExposed Applications

Require all externally-exposed enterprise or third-party applications to enforce
MFA, where supported. Enforcing MFA through a directory service or SSO provider
a satisfactory implementation of this Safeguard.

O«

v8

6.4 Require MFA for Remote Netwdt Access

Require MFA for remote network access.

v7

16.3 Require Multi-factor Authentication
Require multi-factor authentication for all user accounts, on all systems, whether
managed onsite or by a thirdparty provider.

(@
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1.6 Ensure that 'Nuber of days before users are asked taoafirm
their authentication information' is not set to "0" (Manual)

Profile Applicability:
1 Level 1

Description:

Ensure that the number of days before users are asked to-cenfirm their authentication
information is not set to O.

Rationale:

If authentication re-confirmation is disabled, registered users will never be prompted to re
confirm their existing authentication information. If the authentication information for a
user, such as a phone number or email chgas, then the password reset information for
that user reverts to the previously registered authentication information.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toPassword reset

Go toRegistration

Ensure thatNumber of days be  fore users are asked to re - confirm their
authentication information is not set too

agrpLONE

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toPassword reset

Go toRegistration

Set theNumber of days before users are asked to re - confirm their
authentication information to your organization defined frequency

arwdE
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Default Value:

By default, the'Number of days before users are asked to reonfirm their authentication
information’ is set to '180 days'.

References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -

passwords-how-it-works#reqgistration

2. https://docs.microsoft.com/en -us/azure/acti ve-directory/authentication/howto -

sspr-deployment

3. https://docs.microsoft.com/en -us/ azure/security/benchmarks/security -controls-

v2-governancestrategy#qs-6-define-identity -and-privileged-accessstrategy

CIS Controls:
Controls
. Control IG 1{1G 2|IG 3
Version
6.7 Centralize Access Control .
v8 Centralize access control for all enterprise assets through a directory service 0]
or SSO provider, where supported.
v7 16 Account Monitoring and Control
Account Monitoring and Control

29| Page


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-passwords-how-it-works#registration
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-passwords-how-it-works#registration
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy

1.7 Ensure that 'Notify users on password resets?' is SEef)
(Manual)

Profile Applicability:

1 Level 1

Description:

Ensure that users are notified on their primary and secondary emails on password resets.

Rationale:

User notification on password reset is a passive way of confirming password reset activity.
It helps the user to recognize unauthorized password reset activities.

Audit:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toPassword reset

Go toNotification

Ensure thatNotify users on password resets? is set toYes

agrpONPE

Please note that athis point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure Active Directory

Go tousers

GO toPassword reset

Go toNotification

SetNotify  users on password resets? to Yes

arwdE

Default Value:

By default, 'Notify users on password resets?' is set to 'Yes'.
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References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -
passwords-how-it-works#notifications

2. https://docs.microsoft.com/en -us/azure/active -directory/authentication/howto -
sspr-deployment

3. https://docs.microsoft.com/e n-us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#qgs-6-define-identity -and-privileged-accessstrategy

CIS Controls:

il Control IG 1|IG 2[1G 3
Version

6.7 Centralize Access Control .
v8 Centralize access control for all enterprise assets through a directory service
or SSO provider, where supported.

16 Account Monitoring and Control
Account Monitoring and Control

v7
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1.8 Ensure that 'Notify all admins when other admins reseit th
password?' is set to 'Yes' (Manual)

Profile Applicability:
1 Level 2

Description:

Ensure that all administrators are notified if any other administrator resets their password.

Rationale:

Administrator accounts are sensitive. Any password reset actiwtnotification, when sent

to all administrators, ensures that all administrators can passively confirm if such a reset is
a common pattern within their group. For example, if all administrators change their
password every 30 days, any password reset acttyi before that may require
administrator(s) to evaluate any unusual activity and confirm its origin.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toPassword reset

Go toNotification

Ensure thatnotify all admins when other admins reset their password? is
settovYes

agrpLONE

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toPassword reset

Go toNotification

SetNotify all admins when other admins reset their password? to Yes

arwdE
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Default Value:

By default, 'Notify all admins when other admins reset their password?' is set to 'No'.

References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -

passwords-how-it-works#naotifications

2. https://docs.microsoft.com/en -us/azure/active -directory/authentication/howto -

sspr-deployment

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrateqy#qs-6-define-identity -and-privileged-accessstrategy

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pal-protect-and-limit -highly-privileged-users

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa2-restrict -administrative -accessto-businesscritical -

systems
CIS Controls:
Controls
. Control IG 1|1G 2|IG 3
Version
5.4 Restrict Administrator Privileges to Dedicated
Administrator Accounts .
v8 Restrict administrator privileges to dedicated administrator accounts on 0
enterprise assets. Conduct general computing activities, such as internet browsing,
AT AETh AT A POl AGAOEOEOU OO0 EmiilegéuGaécbuntE0 |
V7 4 Cantrolled Use of Administrative Privileges

Controlled Use of Administrative Privileges
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1.9 Ensure that 'Users can consent to apps accessing company data on
their behalf' is set to 'No' (Manual)

Profile Applicability:
1 Level 2

Description:

Require adninistrators to provide consent for the apps before use.

Rationale:

Unless Azure Active Directory is running as an identity provider for thireparty

applications, do not allow users to use their identity outside of the cloud environment. User
profiles contain private information such as phone numbers and email addresses which
could then be sold off to other third parties without requiring any further consent from the
user.

Impact:

It might be an additional request that administrators need to fulfill quite dten.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toUser settings

Click onManage how end users launch and view their applications
Ensure thatUsers can consent to apps accessing company data on their
behalf IS set toNo

agprpONE

Please ote that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.
Using PowerShell

Connect - MsolService
Get - MsolCompanylnformation | Select - Object
UsersPermissionToUserConsentToA ppEnabled

Command should returnUsersPermissionToUserConsentToAppEnabled with the value of
False
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Remediation:

Azure Console

Go toAzure Active Directory

Go tousers

GO toUser settings

Click onManage how end users launch and view their applications

SetUsers can consent to apps accessing company data on their behalf to No

agrpONPE

Default Value:

By default, 'Users can consent to apps accessing company data on their behalf' is set to
'Yes'.

References:

1. https://blogs.msdn.microsoft.com/exchangedev/2014/06/05/managing -user-
consentfor-applications-using-office-365-apis/

2. https://nicksnettravels.builttoroam.com/post/2017/01/24/Admin  -Consentfor-
Permissionsin-Azure-Active-Directory.aspx

3. https://docs.microsoft.com/en -us/azure/active -directory/manage -apps/configure-
user-consent#configure-user-consentto-applications

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businessecritical -
systems

6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqgy#gs-2-define-enterprise-segmentationstrategy

7. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrategy#gs-6-define-identity -and-privileged-accessstrategy

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

6.7 Centralize Access Control
v8 Centralize access control for all enterprise assets through a directory service
or SSO provider, where supported.

O«

16 Account Monitoring and Control
Account Monitoring and Control

v7
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1.10 Enare that 'Users can add gallery apps to their Access Panel' is set
to 'No' (Manual)

Profile Applicability:
1 Level 2

Description:

Require administrators to provide consent for the apps before use.

Rationale:

Unless Azure Active Directory is running as ailentity provider for third -party
applications, do not allow users to use their identity outside of your cloud environment.
User profiles contain private information such as phone numbers and email addresses
which could then be sold off to other third partes without requiring any further consent
from the user.

Impact:

It might be an additional request that administrators need to fulfill quite often.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toUser settings

Click onManage how e nd users launch and view their applications

Ensure thatUsers can add gallery apps to their Access Panel is set toNo

agprpONE

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for thesscommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toUser settings

Click onManage how end users launch and view their applications

el N
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5. SetUsers can add gallery apps to their Access Panel to No

Default Value:

By defaul, 'Users can add gallery apps to their Access Panel' is set to 'No'.

References:

1. https://blogs.msdn.microsoft.com/exchangedev/2014/06/05/managing -user-

consentfor-applications-using-office-365-apis/

2. https://nicksnettravels.builttoroam.com/post/2 017/01/24/Admin -Consentfor -

Permissionsin-Azure-Active-Directory.aspx

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#gs-1-define-assetmanagementand-data-protection -

strateqy
4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pal-protect-and-limit -highly-privileged-users

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa2-restrict -administr ative-accessto-businesscritical -

systems

CIS Controls:

Controls
Version

Control

IG1

IG 2(IG 3

v8

2.4 Utilize Automated Software Inventory Tools
Utilize software inventory tools, when possible, throughout the enterprise to
automate the discovery and doumentation of installed software.

V7

2 Inventory and Control of Software Assets
Inventory and Control of Software Assets
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1.11 Ensure that 'Users can register applications' is set to 'No' (Manual)
Profile Applicability:
1 Level 2

Description:

Require administrators to register third-party applications.

Rationale:

It is recommended to let administrator register customdeveloped applications. This
ensures that the application undergoes a security review before exposing active directory
data to it.

Impact:

This might create additional requests that administrators need to fulfill quite often.

Audit:

From Azure Console

Go toAzure Active Directory

Go tousers

Go toUser settings

Ensure thatUsers can register applications is set toNo

el N

Please note tht at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.
Using PowerShell

Connect - MsolService
Get - MsolCompanylnformation | Select - Object
UsersPermissionToCreateLOBAppsEnabled

Command should returnUsersPermissionToCreateLOBAppsEnabled with the value of
False

Remediation:

From Azure Console

1. Go toAzure Active Directory
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2.
3.
4,

Go tousers
Go toUser settings
SetUsers can register applications to No

Default Value:

By default,Users can  register applications is set toYes.
References:
1. https://blogs.msdn.microsoft.com/exchangedev/2014/06/05/managing -user-

consent-for-applications-using-office-365-apis/

2. https://nicksnettravels.builttoroam.com/post/2017/01/24/Admin _ -Consentfor-
Permissions-in-Azure-Active-Directory.aspx
3. https://docs.microsoft.com/en -us/azure/active -directory/develop/active -
directory -how-applications-are-added#who-has-permission-to-add-applications-
to-my-azure-ad-instance
4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrategy#gs-1-define-assetmanagementand-data-protection-
strategy
5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit-highly-privileged-users
6. https://docs.microsoft.com/en -us/azure/securit y/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businessecritical -
systems
CIS Controls:
Controls Control IG 1|1G 2|IG 3
Version
2.4 Utilize Automated Software Inventory Tools
v8 Utilize software inventory tools, when possible, throughout the enterprise to (v)
automate the discovery and documentation of installed software.
V7 2 Inventory and Control of Software Assets
Inventory and Control of Software Assets
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1.12 Ensurehiat '‘Guest user permissions are limited' is set to 'Yes'
(Manual)

Profile Applicability:
1 Level 2

Description:

Limit guest user permissions.

Rationale:

Limiting guest access ensures that guest accounts do not have permission for certain
directory tasks, such as enumerating users, groups or other directory resources, and
cannot be assigned to administrative roles in your directory. If guest access in not limited,
they have the same access to directory data as regular users.

Audit:

From Azure Console

Go toAzure Active Directory

Go toExternal Identities

Go toExternal collaboration settings

Ensure thatGuest users permissions are limited is set toYes

el N

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conductsecurity assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure Active Directory

GO toExternal Identities

GO toExternal collaboration settings

SetGuest users permissions are limited to Yes

Hown e

Default Value:

By default,Guest users  permissions are limited IS set toYes.
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References:

1. https://docs.microsoft.com/en -us/azure/active -directory/fundament als/users-

default-permissions#member-and-guestusers

2. https://docs.microsoft.com/en -us/azure/security /benchmarks/security -controls-

v2-privileged-access#pas-automate-entitlement-management

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#gs-2-define-enterprise-segmentation-strateqy

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#qs-6-define-identity -and-privileged-accessstrategy

CIS Controls:

Controls
Version

Control

IG1

IG 2|1G 3

6.1 Establish an Access Granting Process

Accaunt Monitoring and Control

v8 Establish and follow a process, preferably automated, for granting access to 0o
enterprise assets upon new hire, rights grant, or role change of a user.
v7 16 Account Monitoring and Control
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1.13 Ensure that 'Members can invite' is set to 'No' (Manual)
Profile Applicability:
1 Level 2

Description:

Restrict invitations to administrators only.

Rationale:

Restricting invitations to administrators ensures that onlyauthorized accounts have access
to cloud resources. This helps to maintain "Need to Know" permissions and prevents
inadvertent access to data.

By default the settingAdmins and users in the guest inviter role can invite is set
to yes. This will allow youto use theinviter  role to control who will be able to invite
guests to the tenant.

Audit:

From Azure Console

1. Go toAzure Active Directory

2. GO toExternal Identities

3. Go toExternal collaboration settings

4. Ensure thatMembers can invite is set toNo

Please nte that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

GO toExternal Identities

GO toExternal collaborat ion settings
SetMembers can invite to No

Howon PR

Default Value:

By default,Members can invite IS set toYes.
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References:

1. https://docs.microsoft.com/e n-us/azure/active -directory/active -directory -b2b-

delegateinvitations

2. https://docs. microsoft.com/en-us/azure/security/benchmarks/security -controls-

v2-governancestrateqy#qgs-6-define-identity -and-privileged-accessstrategy

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#gs-2-define-enterprise-segmentation-strateqy

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa5-automate-entitiement-management

CIS Controls:
Controls
. Control IG 1{1G 2|IG 3
Version
6.1 Establish an Access Granting Process .
v8 Establish and follow a process, preferably automated, for granting access to 0o
enterprise assets upon new hire, rights grant, or role change of a user.
v7 14 Controlled Access Bsed on the Need to Know
Controlled Access Based on the Need to Know
v7 16 Account Monitoring and Control

Account Monitoring and Control
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1.14 Ensure that 'Guests can invite' is set to 'No' (Manual)
Profile Applicability:
1 Level 2

Description:

Restrict guest being able to invite other guests to collaborate with your organization.

Rationale:

Restricting invitations to administrators ensures that only authorized accounts have access
to cloud resources. This helps to maintain "Need to Know" permigms and prevents
inadvertent access to data.

Audit:

From Azure Console

1. Go toAzure Active Directory

2. Go toExternal Identities

3. GO toExternal collaboration settings

4. Ensure thatGuests can invite is set toNo

Please note that at this point of time, theren® API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure Active Directory

GO toExternal Identities

GO toExternal collaboration settings
SetGuests can invite to No

NN .

Default Value:

By default,Guests can invite IS set toYes.
References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory-b2b-
delegateinvitations
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2. https://docs.microsoft.com/en -us/azure/security/benchmarks/se curity -controls-

v2-privileged-access#pal-protect-and-limit -highly-privileged-users

3. https://docs.mic rosoft.com/en-us/azure/security/benchmarks/security -controls-

v2-privileged-access#pas-automate-entitlement-management

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa2-restrict -administrative -accessto-businesscritical -

systems
5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#gs-2-define-enterprise-segmentation-strateqy

6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrateqy#qs-6-define-identity -and-privileged-accessstrategy

CIS Controls:

Controls
Version

Control

IG1

IG 2(IG 3

6.1 Establish an Access Granting Process

Account Monitoring and Control

v8 Establish and follow a process, preferably automated, for granting access to 0o
enterprise assets upon new hire, rights grant, or role change of a user.
V7 14 Controlled Access Based on the Need to Know
Controlled Access Based on the Need to Know
v7 16 Account Monitoring and Control
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1.15 Ensure that 'Restrict access to Azure AD administration portal' is
set to 'Yes' (Manual)

Profile Applicability:
1 Level 1

Description:

Restrict access to the Azure AD administration portal to administrators only.

Rationale:

The Azure AD administrative prtal has sensitive data. All noradministrators should be
prohibited from accessing any Azure AD data in the administration portal to avoid
exposure.

Audit:

From Azure Console

GO toAzure Active Directory

Go tousers

Go toUser settings

Ensure thatRestri ct access to Azure AD administration portal is set toYes

NN S

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure A ctive Directory

Go tousers

Go toUser settings

SetRestrict access to Azure AD administration portal to Yes

HownE

Default Value:

By default,Restrict access to Azure AD administration portal is set toNo.
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References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -assign

admin-roles-azure-portal

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#gs-2-define-enterprise-segmentation-strateqy

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrateqy#gs-6-define-identity -and-privileged-accessstrategy

4. https://docs.microsoft.com/en -us/azure/ security/benchmarks/security -controls-

v2-privileged-access#pal-protect-and-limit -highly-privileged-users

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa2-restrict -administrative -accessto-businesscritical -

systems

CIS Controls:

Controls
Version

Control

IG1

IG 2(IG 3

v8

6.8 Define and Maintain RoleBased Access Control

Define and maintain rolebased access control, through determining and
documenting the access rights necessary for each role within the enterprise to
successfully carry out its assigned duties. Perform access control reviews of enterpris
assets to validae that all privileges are authorized, on a recurring schedule at a
minimum annually, or more frequently.

O«

v7

4 Controlled Use of Administrative Privileges
Controlled Use of Administrative Privileges

v7

14 Controlled Access Based on the Need to &n

Controlled Access Based on the Need to Know
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1.16 Ensure that 'Restrict user ability to access groups features in the
Access Pane' is set to 'No' (Manual)

Profile Applicability:
1 Level 2

Description:

Restrict group creation to administrators only.

Rationale:

Selfservice group management enables users to create and manage security groups or
Office 365 groups in Azure Active Directory (Azure AD). Unless a business requires this
day-to-day delegation for some users, selervice group management shald be disabled.

Impact:

Enabling this setting could create a number of request that would need to me managed by
administrators.

Audit:

From Azure Console

Go toAzure Active Directory

Go toGroups

Go toGeneral in setting

Ensure thatRestrict user ability to access groups features in the Access
Pane is set toNo

el N

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure A ctive Directory

Go toGroups

Go toGeneral in setting

Ensure thatRestrict user ability to access groups features in the Access
Pane is set toNo

Hown e
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Default Value:

By default,Restrict user ability to access groups features in the Access Pane is
set toNo.

References:

1.

2.

https://docs.microsoft.com/en -us/azure/active -directory/active -directory -
accessmanagemenself-service-group-management
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pab-automate-entitlement-management
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businesscritical -
systems

https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#gs-2-define-enterprise-segmentation-strateqgy
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrategy#as6-define-identity -and-privileged-accessstrateqgy

CIS Controls:

Controls
Version

Control IG1(I1G 2|IG 3

v8

6.8 Define and Maintain RoleBased Access Control

Define and maintain rolebased access control, through determining and
documenting the access rights necessary for each role within the enterprise to
successfully carry out its assigned duties. Perform access control reviews of enterpris|
assets to validae that all privileges are authorized, on a recurring schedule at a
minimum annually, or more frequently.

O«

V7
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy

1.17 Ensure that 'Users can create security groups in Azure Portals' is
set to 'No' (Manual)

Profile Applicability:

1 Level 2

Description:

Restrict security group creation to administrators only.

Rationale:

When creating security groups is enabled, all users in the directory are allowed to create
new security groups and addnembers to those groups. Unless a business requires this
day-to-day delegation, security group creation should be restricted to administrators only.

Impact:

Enabling this setting could create a number of request that would need to be managed by
an administrator.

Audit:

From Azure Console

Go toAzure Active Directory

Go toGroups

Go toGeneral in setting

Ensure thatUsers can create security groups in Azure Portals is set toNo

el N

Please note that at this point of time, there is no API/CLI mechanism available t
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure Active Directory

Go toGroups

Go toGeneral in setting

SetUsers can create security groups in Azure Portals to No

Hown e
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Default Value:

By defaul, Users can create security groups is set toYes.
References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory -
accessmanagemenself-service-group-management#makinga-group-available-for-
end-user-self-service

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#qgs-6-define-identity -and-privileged-accessstrategy

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#qgs-2-define-enterprise-segmentationstrategy

4, https://docs.microsoft.com/en -us/azure/security/bench marks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users

5. https:// docs.microsoft.com/enus/azure/security/benchmarks/security -controls-
v2-privileged-access#pab-automate-entittement-management

6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businessecritical -

systems

CIS Controls:

Controls

i Control IG1(I1G 2|IG 3
Version

6.8 Define and Maintain RoleBased Access Control

Define and maintain rolebased access control, through determining and
v8 documenting the access rights necessary for each role within the enterprise to o]
successfully carry out its assigned duties. Perform access control reviews of enterpris|
assets to validae that all privileges are authorized, on a recurring schedule at a
minimum annually, or more frequently.

v7 16 Account Monitoring and Control
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems

1.18 Ensure that 'Owners can manage group membership requests in
the Acess Panel' is set to 'No' (Manual)

Profile Applicability:
1 Level 2

Description:

Restrict security group management to administrators only.

Rationale:

Restricting security group management to administrators only prohibits users from
making changes to sadarity groups. This ensures that security groups are appropriately
managed and their management is not delegated to neadministrators.

Audit:

From Azure Console

GO toAzure Active Directory

Go toGroups

Go toGeneral in settings

Ensure thatOwners can mana ge group membership requests in the Access
Panel is set toNo

NN S

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

Go toAzure Active Directory

Go toGroups

Go toGeneral in settings

SetOwners can manage group membership requests in the Access Panel' to
No

HowonE

Default Value:

By default,Owners can manage group membership requests in the Access Panel is set
to No.
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References:

1. https://docs.microsoft.com/en -us/azure/active -directory/active -directory-
accessmanagemenself-service-group-management#makinga-group-available-for -
end-user-self-service

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pab-automate-entitlement-management

4, https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa8-chooseapproval-processfor-microsoft-support

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#qgs-2-define-enterprise-segmentationstrategy

6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#gs-6-define-identity -and-privileged-accessstrateqy

CIS Controls:

Controls

i Control IG1|I1G 2|IG 3
Version

6.8 Define and Maintain RoleBased Access Control

Define and maintain rok-based access control, through determining and
v8 documenting the access rights necessary for each role within the enterprise to
successfully carry out its assigned duties. Perform access control reviews of enterpris|
assets to validate that all privileges g authorized, on a recurring schedule at a
minimum annually, or more frequently.

O«

16 Account Monitoring and Control
Account Monitoring and Control
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-self-service-group-management#making-a-group-available-for-end-user-self-service
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-8-choose-approval-process-for-microsoft-support
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-8-choose-approval-process-for-microsoft-support
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy

1.19 Ensure that 'Users can create Microsoft 365 groups in Azure
Portals' is set to ‘No' (Manual)

Profile Applicability:

9 Level 2

Description:

Restrict Microsoft 365 group creaton to administrators only.

Rationale:

Restricting Microsoft 365 group creation to administrators only ensures that creation of
Microsoft 365 groups is controlled by the administrator. Appropriate groups should be
created and managed by the administrator@ad group creation rights should not be
delegated to any other user.

Impact:

Enabling this setting could create a number of request that would need to be managed by
an administrator.

Audit:

From Azure Console

Hown e

GO toAzure Active Directory
Go toGroups
Go toGeneral in setting

Ensure thatUsers can create Microsoft 365 groups in Azure Portals is set to
No

Please note that at this point of time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

HownE

Go toAzure Active Directory

Go toGroups

Go toGeneral in setting

SetUsers can create Microsoft 365 groups in Azure Portals to No
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Default Value:

By default,Users can create Microsoft 365 groups in Azure Portals is set toYes.
References:

1. https://whitepages.unlimitedviz.com/2017/01/disable -office-365-groups-2/

2. https://support.office.com/en -us/article/Control -who-can-create-Office-365-
Groups4c46¢8cb-17d0-44b5-9776-005fced8e618

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#qgs-6-define-identity -and-privileged-accessstrategy

4, https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#gs-2-define-enterprise-segmentationstrategy

5. https://docs.microsoft.com/en -us/azure/security/be nchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users

6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pab-automate-entittement-management

7. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businessecritical -

systems

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

6.8 Define and Maintain RoleBased Access Control

Define and maintain rolebased access control, through determining and
v8 documenting the access rights necessary for each role within the enterprise to o]
successfully carry out its asgjned duties. Perform access control reviews of enterprise]
assets to validate that all privileges are authorized, on a recurring schedule at a
minimum annually, or more frequently.

v7 16 Account Monitoring and Control
Account Monitoring and Control
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https://whitepages.unlimitedviz.com/2017/01/disable-office-365-groups-2/
https://support.office.com/en-us/article/Control-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618
https://support.office.com/en-us/article/Control-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems

1.20 Ensure that 'Require MuRactor Auth to join devices'is set to 'Yes
(Manual)

Profile Applicability:
1 Level 1

Description:

Joining devices to the active directory should require Mukfactor authentication.

Rationale:

Multi -factor authentication is recommended when adding devices to Azure AD. When set to
"Yes", users who are adding devices from the internet must first use the second method of
authentication before their device is successfully added to the directory. This ensures that
rogue devices are not added to the directory for a compromised user account.

Audit:

From Azure Console

Go toAzure Active Directory

Go toDevices

Go toDevice settings

Ensure thatRequire Multi - Factor Auth to join devices is set toYes

el N

Please note that at this poimf time, there is no API/CLI mechanism available to
programmatically conduct security assessment for this recommendation.

Remediation:

From Azure Console

GO toAzure Active Directory

Go toDevices

Go toDevice settings

SetRequire Multi - Factor Auth to joi n devices 1O Yes

Hown e

Default Value:

By default,Require Multi - Factor Auth to join devices IS set toNo.
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References:

1. https://blogs.technet.microsoft.com/janketil/2016/02/29/azure

-mfa-for-

enrollment-in-intune -and-azure-ad-device-reqgistration -explained/

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-identity -management#im-4-use-strong-authentication-controls-for-all-azure-

active-directory-basedaccess

CIS Controls:

Controls
Version

Control

IG1

IG 2|1G 3

6.3 Require MFA for ExternallyExposed Applications

managed onsite or by a thirdparty provider.

v8 Require all externally-exposed enterprise or third-party applications to enforce 6
MFA, where supported. Enforcing MFA through directory service or SSO provider is
a satisfactory implementation of this Safeguard.
16.3 Require Multi-factor Authentication .
V7 Require multi-factor authentication for all user accounts, on all systems, whether 0)
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https://blogs.technet.microsoft.com/janketil/2016/02/29/azure-mfa-for-enrollment-in-intune-and-azure-ad-device-registration-explained/
https://blogs.technet.microsoft.com/janketil/2016/02/29/azure-mfa-for-enrollment-in-intune-and-azure-ad-device-registration-explained/
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-4-use-strong-authentication-controls-for-all-azure-active-directory-based-access
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-4-use-strong-authentication-controls-for-all-azure-active-directory-based-access
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-4-use-strong-authentication-controls-for-all-azure-active-directory-based-access

1.21 Ensure that no custom subscription owner roles are created
(Automated)

Profile Applicability:
1 Level 2

Description:

Subscription ownership should not include permission to create custom owner roles. The
principle of least privilege should be followed and only necessary privileges should be
assigned instead of allowing full administrative access.

Rationale:

Classic subscription admin roles offer basic access management and include Account
Administrator, Service Administrator, and CeAdministrators. It is recommended the least
necessary permissions be given initially. Permissions can be added as needed by the
account holder. This ensures the account holder cannot perform actions which were not
intended.

Audit:

Using Azure Command Line Interface 2.0

az role definition list

Check for entries withassignableScope  0f / or asubscription  , and an action of
Verify the usage and impact of removing the role identified
Using PowerShell

Connect - AzAccount
Get - AzRoleDefinition |Where - Object {($.Is Custom - eq $true) -and ($.Name - like
"Owner")}

Review output for each returned role's 'AssignableScopes' value for /' or the current
subscription, and 'Actions' containing the ** wildcard character.

Remediation:

Using Azure Command Line Interface 2.0

| az role definition list
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Check for entries withassignableScope  of / or asubscription  , and an action of
Verify the usage and impact of removing the role identified

|azrmedeﬁmﬁonddew -- name "rolename"

Default Value:

By default, no custom owner rolesire created.

References:

1.

2.

https://docs.microsoft.com/en -us/azure/billing/billing -add-changeazure-
subscription-administrator

https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en -us/azure/securit y/benchmarks/security -controls-
v2-governancestrategy#gs-6-define-identity -and-privileged-accessstrategy
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pab-automate-entitlement-management
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -acces-to-businessecritical -
systems

https://docs.microsoft.com/en -us/azure/security/benchmarks/ security-controls-
v2-governancestrategy#gs-2-define-enterprise-segmentationstrategy
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrategy#gs-6-define-identity -and-privileged-accessstrategy
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#par-follow -just-enough-administration -least-privilege-

principle

CIS Contols:

Controls
Version

Control IG1|I1G 2|IG 3

v8

5.4 Restrict Administrator Privileges to Dedicated

Administrator Accounts .
Restrict administrator privileges to dedicated administrator accounts on

enterprise assets. Conduct general computing activities, sl as internet browsing,

AT AETh AT A POI AOGAGEOEOU 00 Emifilegéoaécbunt 0|

V7

4 Controlled Use of Administrative Privileges
Controlled Use of Administrative Privileges
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https://docs.microsoft.com/en-us/azure/billing/billing-add-change-azure-subscription-administrator
https://docs.microsoft.com/en-us/azure/billing/billing-add-change-azure-subscription-administrator
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle

Controls

i Control IG1(I1G 2|IG 3
Version

V7 16 Account Monitoring and Control
Accaunt Monitoring and Control
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1.22 Ensure Security Defaults is enabled on Azure Active Directory
(Automated)

Profile Applicability:
1 Level 1

Description:

Security defaults in Azure Active Directory (Azure AD) make it easier to be secure and help
protect your organization. Security defaults contain preconfigured security settings for
common attacks.

Microsoft is making security defaults available to everyone. The goal is to ensure that all
organizations have a basic level of securitgnabled at no extracost. You turn on security
defaults in the Azure portal.

Rationale:

Security defaults provide secure default settings that we manage on behalf of organizations
to keep customers safe until they are ready to manage their own identity security settings.

For example doing the following:

T Requiring all users and admins to register for MFA.

1 Challenging users with MFA mostly when they show up on a new device or app, but
more often for critical roles and tasks.

1 Disabling authentication from legacy authenticatomd 1 EAT OOh xEEAE AAT 60

Impact:

Enabling security defaults may negatively impact the functionality of other Microsoft
services, such as MS365. This recommendation should be implemented initially and then
may be overridden by other service/product spedic CIS Benchmarks.

Audit:

From Azure Console
To ensure security defaults is enabled in your directory:

1. 3EcT ET OF OEA 1 UOOA bPi OOAT AO A OAAOOEOU
administrator, or global administrator.

2. " O xOA O 1 UOOA Plopeigs.OA $EOAAOQI OU €

3. Select Manage security defaults.
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4. Verify the Enable security defaults toggle to Yes.

Remediation:

From Azure Console
To enable security defaults in your directory:

1.

3EGCT ET O OEA 'UOOA bi OOAI AO A OAAOOEOU
administrator, or global administrator.

2. " O xOA O1T 1 UOOA ' AOEOGA S$EOAAOI OU € 001 PAOO
3. Select Manage security defaults.
4. Set the Enable security defaults toggle to Yes.
5. Select Save.
References:
1. https://docs.microsoft.com/en -us/azure/active -directory/fundamentals/concept -

fundamentals-security-defaults
https://techcommunity.microsoft.com/t5/azure -active-directory -
identity/introducing -security-defaults/ba-p/1061414

Additional Information:

The setting in this recommendation are different in theMicrosoft 365 Benchmark This is
because the potential impact associated with disabling of Security Defaults is dependent
upon the security settings implemented in the environment. It is recommended that
organizations disabling Security Defaults plan to implement equivalent settings to replace
the settings configured by Security Defaults.

CIS Controls:

Controls
Version

Control IG1|I1G2|IG 3

4.1 Establish and Maintain a Secure Configuration Process
Establish and maintain a secure configuration process for enterprise assets (end

v8 user devices, including portable and mobile, noiwomputing/loT devices, and servers) (‘j
and software (operating systems and applications). Review and update documentatio
annually, or when significant enterprise changes occur that could impact this
Safeguard.

v7 13 Data Protection

Data Protection
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https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/introducing-security-defaults/ba-p/1061414
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/introducing-security-defaults/ba-p/1061414
https://workbench.cisecurity.org/benchmarks/5741

1.23 Ensure Custom Role is assigned for Administering Resource Locks
(Manual)

Profile Applicability:
1 Level 2

Descriptio n:

Resource locking is a powerful protection mechanism that can prevent inadvertent
modification/deletion of resources within Azure subscriptions/Resource Groups and is a
recommended NIST configuration.

Rationale:

Given the resource lock functionality is atside of standard Role Based Access
Control(RBAC), it would be prudent to create a resource lock administrator role to prevent
inadvertent unlocking of resources.

Impact:

By adding this role is you can have specific permissions granted for managing jussource
locks rather than needing to provide the wide owner or contributor role reducing the risk
of the user being able to do unintentional damage.

Audit:

From Azure Console

1. In the Azure portal, open a subscription or resource group where you want the wie
assigned roles.

2. SelectAccess control (IAM)

3. SelectRoles

4. Search for the custom role named <role_name> Ex. from remediation "Resource
Lock Administrator"

5. ensure that the role is assigned the appropriate user/users

Remediation:

From Azure Console

1. Inthe Aaure portal, open a subscription or resource group where you want the
custom role to be assignable.
2. SelectAccess control (IAM)
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Click Add

Select Add custom role".

In the Custom Role Name field enteResource Lock Administrator

In the Description  field enter Can Administer Resource Locks

For Baseline permissions selectStart from scratch

Click next

In the Permissions  tab selectAdd permissions

10 in the Search for a permission box, type iRicrosoft.Authorization/locks to
search for permissions.

11. Select the checlbox next to the permission calledvicrosoft. Authorization/locks

12.click add

13. Click Review+create

14.Click Create

©CoNOOMW

Assign the newly created role to the appropriate user.

Using PowerShell:

Below is a power shell definition for a resource lock administrator role erated at an Azure
Management group level

Import - Module Az.Accounts
Connect - AzAccount

$role = Get - AzRoleDefinition "User Access Administrator"
$role.ld = $null

$role.Name = "Resource Lock Administrator"
$role.Description = "Can Administer Resource Locks"
$role.Actions.Clear()

$role.Actions.Add("Microsoft. Authorization/locks/*")
$role.AssignableScopes.Clear()

* Scope at the Management group level Management group

$role.AssignableScopes.Add("/providers/Microsoft. Management/managementGroups/
MG Name")

New AzRoleDefinition - Role $role
Get - AzureRmRoleDefinition "Resource Lock Administrator"

References:

1. https://docs.microsoft.com/en -us/azure/role -basedaccesscontrol/cus tom-roles

2. https://docs.microsoft.com/en -us/azure/role -basedaccesscontrol/check -access

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa?-restrict -administrative -accessto-businessecritical -

systems
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https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/check-access
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa7-follow -just-enough-administration -least-privilege -

principle
6. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-privileged-access#pa5-automate-entitlement-management

7. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governancestrategy#qs-2-define-enterprise-segmentation-strateqy

8. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-governance-strateqy#qgs-6-define-identity -and-privileged-accessstrategy

CIS Controls:

Controls
Version

Control

IG1

IG 2(IG 3

3.3 Configure Data Access Control Lists
#11 EECOOA AAOA ARAAOO Ai100i1 1EO6O6O

principle that only authorized individuals should have access to the information based
on their need to access the information as a part of their responsibilities.

v8 0
access conl lists, also known as access permissions, to local and remote file systen
databases, and applications.
14.6 Protect Information through Access Control Lists
Protect all information stored on systems with file system, network share, claims, o
V7 application, or database specific access control lists. These controls will enforce the 0]
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-7-follow-just-enough-administration-least-privilege-principle
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-5-automate-entitlement-management
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy

2 Security Center

This section covers security recommendations to follow when setting various security
policies on an Azure Subscription. A security policy defines the set of controls, which are
recommended for resources within the specified Azure sulasiption. Please note that the
majority of the recommendations mentioned in this section only produce an alert if a
security violation is found. They do not actually enforce security settings by themselves.
Alerts should be acted upon and remedied whereveayossible.
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2.1 Ensure that Azure Defender is set to On for Servers (Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for Server, providing threat
intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Rationale:

Enabling Azure Defender for Servers allows for greatetefensein-depth, with threat
detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPri cing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For theservers resource typePlan should be set to
On.

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below commands Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$ O/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |

select(.name=="VirtualMachines")'|jq '.properties.pricingTier'

Using PowerShell

Connect - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'VirtualMachines'} |
Sele ct - Object Name, PricingTier
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Ensure output of command isvirtualMachines Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

On the line in the able for Servers Selectonunder Plan .
Selectsave

ohsrwNE

Using Azure Command Line Interface 2.0
Use the below command to enable Azure Defender for Servers

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash -c'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/VirtualMachines?api - version=2018 -06-01 - d@"input.json™

-L1

Where input.json contairs the Request body json data as mentioned below.

{

“id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft.Security/pricings/
VirtualMachines",

"name": "VirtualMachines",

"type": "Microsoft.Security/pricings",

"properties": {

"pricingTi er": "Standard"

}

Default Value:

By default, Azure Defender off is selected.

References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities
https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

2.
3. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update
4

https://docs.microsoft.com/en -us/powershell/module/ az.security/get-

azsecuritypricing
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks /security -controls-
v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

CIS Controls:
Controls Version Control IG 1|1G 2|IG 3
v8 10.1 Deploy and Maintain AntiMalware Software o
Deploy and maintain anttmalware software on all enterprise assts.
V7 8 Malware Defenses
Malware Defenses
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

2.2 Ensure that Azure Defender is set to On for App Service (Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for App Service, providing threat
intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Rationale:

Enabling Azure Defender for App Service allows for greater defense-depth, with threat
detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For thenpp Service resource typePlan should be
set toon.

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:access Token}" -- outtsv | xargs -L1
bash -c'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |

select(.name =="AppServices")'|jq ".properties.pricingTier'

Using PowerShell

Get - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'AppServices'} | Select -
Object Name, PricingTier
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Ensure output ofName PricingTier iS AppServices Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

On the line in the table forapp Service  Selectonunder Plan .
Select "Save

ok whpE

Using Azure Command Line Interface 2.0
Use thebelow command to enable Standard pricing tier for App Service

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash -c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:

application/ json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/AppServices?api - version=2018 - 06- 01 -d@"input.json"

-L1

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscript ion_ld>/providers/Microsoft.Security/pricings/
AppServices",

"name": "AppServices",

"type": "Microsoft.Security/pricings"”,

"properties": {

“pricingTier": "Standard"

}

}

Default Value:

By default, Azure Defender off is selected.

References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities
https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

2.
3. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/u __pdate
4

https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing

CIS Controls:

Controls Version Control IG 1|IG 2|IG 3

v8 10.1 Deploy and Maintain AntiMalware Software x
Deploy and maintain anttmalware software on all enterprise assets

V7 8 Malware Defenses
Malware Defenses
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2.3 Ensure that Azure Defender is set to On for Azure SQL database
servers (Manual)

Profile A pplicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for Azure SQL database servers,
providing threat intelligence, anomaly detection, and behavior analytics in the Azure
Security Center.

Rationale:

Enabling Azure Defendr for Azure SQL database servers allows for greater defenrse
depth, with threat detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit :

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For thezure SQL database servers resource type
Plan should be set toon.

arLOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" -H"Cont ent - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |
select(.name=="SqlServers")'|jq '.properties.pricingTier'

73|Page



Using PowerShell

Connect - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'SqlServers'} | Select -
Object Name, PricingTier

Ensure output for Name PricingTier IS SqlServers Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscrigpion name

Select theAzure Defender plans blade

On the line in the table forAzure SQL database servers Selectonunder Plan .
Selectsave

ourwnE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Azure SQL database/ees

az account get - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$0/provi ders/Microsoft.Security/pr
icings/SqlServers?api - version=2018 - 06- 01 -d@"input.json"

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/pricings/
SqlServers",

"name": "SqlServers",

"type": "Microsoft.Security/pricings”,

"properties”: {

“pricingTier": "Standard"

}

Default Value:

By default, Azure Defender off is selected.
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References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities

https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update

Hwn

https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -3-monitor -for-unauthorized-transfer-of-sensitive-data

CIS Controls:
Controls Version Control IG 1|IG 2|IG 3
v8 10.1 Deploy and Maintain AntiMalware Software 5
Deploy and maintain antimalware software on all enterprise assets
V7 8 Malware Defenses

Malware Defenses
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-3-monitor-for-unauthorized-transfer-of-sensitive-data
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-3-monitor-for-unauthorized-transfer-of-sensitive-data

2.4 Ensure that Azure Defender is set to On for SQL servers on machines
(Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for SQL servers on machines,
providing threat intelligence, anomaly detection, and behavior analytics in the Azure
Security Center.

Rationale:

Enabling Azure Defender for SQL servers on machines allows for greatiefensein-depth,
with threat detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For thesQL Servers on machines resource type
Plan should be set toon.

arLOdE

Using Azure Command Line Interface 2.0
Ensure the output ofthe below command is Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.c om/subscriptions/$0/providers/Microsoft.Security/pr

icings?api - version=2018 -06-01']jq".|.value[] |

select(.name=="SqlserverVirtualMachines")'|jq ‘.properties.pricingTier'
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Using PowerShell

Get- AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name -eq' StorageAccounts'} |
Select - Object Name, PricingTier

Ensure output for Name PricingTier IS SqlserverVirtualMachines Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzur e Defender plans blade

ourwnE

Selectsave

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Storage

On the line in the table forsQL Servers on machines Selectonunder Plan .

az account get - access -token -- query
"{sub scription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash - c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/StorageAccount s?api - version=2018 -06-01 -d@"input.json™

-L1

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/pricings/
StorageAccounts”,

"name": "StorageAccounts",

"type ": "Microsoft.Security/pricings”,

"properties”: {

"SqlserverVirtualMachines": "Standard"

}

}

Default Value:

By default, Azure Defender off is selected.

References:

1. https://docs.microsoft.com/en -us/azure/security -center/defender-for-sgl-usage
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https://docs.microsoft.com/en-us/azure/security-center/defender-for-sql-usage

2. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities

3. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update

4. https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -3-monitor -for-unauthorized-transfer-of-sensitive-data

CIS Controls:
Controls Version Control IG 1|IG 2|IG 3
v8 10.1 Deploy and Maintain AntiMalware Software 5
Deploy and maintain anttmalware software on all enterprise assets
V7 8 Malware Defenses

Malware Defenses
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-3-monitor-for-unauthorized-transfer-of-sensitive-data
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-3-monitor-for-unauthorized-transfer-of-sensitive-data

2.5 Ensure that Azure Defender is set to On for Storage (Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for Storage, providing threat
intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Rationale:

Enabling Azure Defender for Storage allows for greatelefensein-depth, with threat
detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For thestorage resource typePlan should be set to
On.

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below commad is Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subscriptions /$0/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |

select(.name=="StorageAccounts")'|jq '.properties.pricingTier'

Using PowerShell

Get - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'StorageAccounts'} |
Select - Object Name, PricingTier

79|Page



Ensure output for Name PricingTier is StorageAccounts Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

On the linein the table for Storage Selectonunder Plan .
Selectsave

ohsrwNE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Storage

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash -c'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/StorageAccounts?api - version=2018 -06-01 - d@"input.json™

-L1

Where input.json contains the Request body json data as mentioned below.

{

“id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft.Security/pricings/
StorageAccounts”,

"name": "StorageAccounts",

"type": "Microsoft.Security/pricings",

"properties": {

"pricingTier": "Standard"

}

Default Value:

By default, Azure Defender off is selected.

References:

1. https://docs.microsoft.com/en -us/azure/ security-center/security -center-

detection-capabilities
https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

2.
3. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update
4

https://docs.microsoft.com/en -us/pow ershell/module/az.security/get -

azsecuritypricing
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

CIS Controls:
Controls Version Control IG 1|IG 2|IG 3
v8 10.1 Deploy and Maintain AnttMalware Software o
Deploy and maintain anttimalware software on allenterprise assets.
V7 8 Malware Defenses
Malware Defenses
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

2.6 Ensure that Azure Defender is set to On for Kubernetes (Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for Kubernetes, praling threat
intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Rationale:

Enabling Azure Defender for Kubernetes allows for greater defense-depth, with threat
detection provided by the Microsoft Security Response Ctar (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For th&ubernetes resource typePlan should be set
to On.

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is Standard

az accountget - access -token -- query
"{subscription:subscription,accessT oken:accessToken}" -- out tsv | xargs -L1
bash -c'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |
select(.name=="KubernetesService")'|jq '.properties.pricingTier'

Using PowerShell

Get - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'KubernetesService'} |
Select - Object Name, PricingTier
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Ensure output for Name PricingTier IS KubernetesService Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

On the line in the table forkubernetes Selectonunder Plan .
Selectsave

ohsrwNE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Storage

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash -c'curl - X PUT - H "Authorization: Bearer $1" - H"Co ntent - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/StorageAccounts?api - version=2018 -06-01 - d@"input.json™

-L1

Where input.json contains the Request body json data as mentioned below.

{

“id":
"/s ubscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/pricings/
StorageAccounts”,

"name": "KubernetesService",

"type": "Microsoft.Security/pricings",

"properties": {

"pricingTier": "Standard"

}

Default Value:

By default, Azure Defeder off is selected.
References:

1. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

2. https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update

3. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities
4. https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing
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https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing

CIS Controls:

Controls Version Control IG 1|IG 2|IG 3

v8 10.1 Deploy and Maintain AntiMalware Software x
Deploy and maintain anttmalware software on all enterprise assets

V7 8 Malware Defenses
Malware Defenses
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2.7 Ensure that Azure Defender is set to On for Cant&lrgistries
(Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defender enables threat detection for Container Registries, providing
threat intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Ration ale:

Enabling Azure Defender for Container Registries allows for greater defenge-depth, with
threat detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cgs¢r resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

Review the chosen pricing tier. For the&ontainer Registries resource typePlan
should be sé to on.

agprpwOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is Standard

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Beare r$1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings?api - version=2018 -06-01']jq".|.value[] |
select(.name=="ContainerRegistry")'|jq '.properties.pricingTier'
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Using PowerShell

Get- AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'ContainerRegistry'} |
Select - Object Name, PricingTier

Ensure output for Name PricingTier IS ContainerRegistry Standard

Remediation:

From Azure Console

Go toSecurity Center

Selectpricing & sett ings blade

Click on the subscription name

Select theAzure Defender plans blade

On the line in the table forContainer Registries Selectonunder Plan .
Selectsave

ourwnE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tidor Storage

az account get - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash - c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$ O/providers/Microsoft.Security/pr
icings/StorageAccounts?api - version=2018 - 06- 01 -d@"input.json"

-L1

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/pricings/
StorageAccounts”,

"name": "ContainerRegistry",

"type": "Microsoft.Security/pricings”,

"properties”: {

“pricingTier": "Standard"

}

Default Value:

By default, Azure Defender off is selected.
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References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities

https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/update

Hwn

https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

CIS Controls:
Controls Version Control IG 1|IG2|IG 3
v8 10.1 Deploy and Maintain AntiMalware Software 5
Deploy and maintain antimalware software on all enterprise assets
V7 8 Malware Defenses

Malware Defenses
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr

2.8 Ensure that Azure Defender is set to On for Key Vault (Manual)

Profile Applicability:
1 Level 2

Description:

Turning on Azure Defeder enables threat detection for Key Vault, providing threat
intelligence, anomaly detection, and behavior analytics in the Azure Security Center.

Rationale:

Enabling Azure Defender for Key Vault allows for greater defense-depth, with threat
detection provided by the Microsoft Security Response Center (MSRC).

Impact:

Turning on Azure Defender in Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subsdption name

Select theAzure Defender plans blade

Review the chosen pricing tier. For th&ey Vault resource typePlan should be set
to On.

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is Standard

az accountget - access -tok en -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icing s?api -version=2018 -06-01']jq".|.value[] |
select(.name=="KeyVaults")'|jg '.properties.pricingTier'

Using PowerShell

Get - AzAccount
Get - AzSecurityPricing | Where - Object {$_.Name - eq 'StorageAccounts'} |
Select - Object Name, PricingTier
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Ensure output for Name PricingTier iS KeyVaults Standard

Remediation:

From Azure Console

Go toSecurity Center

SelectPricing & settings blade

Click on the subscription name

Select theAzure Defender plans blade

On the line in the table forkey vault  Selectonunder Plan .
Sekct save

ohsrwNE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Storage

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs
bash -c'curl - X PUT - H"Autho rization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/pr
icings/StorageAccounts?api - version=2018 -06-01 - d@"input.json™

-L1

Where input.json contains the Request body json data as memed below.

{

“id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft.Security/pricings/
StorageAccounts”,

"name": "KeyVaults",

"type": "Microsoft.Security/pricings",

"properties": {

"pricingTier": "Standard"

}

Default Value:

By default, Azure Defender off is selected.

References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-

detection-capabilities
https://docs.microsoft.com/en -us/rest/api/securitycenter/pricings/list

2.
3. https://do _cs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
4

https://docs.microsoft.com/en -us/powershell/module/az.security/get -

azsecuritypricing
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https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/security-center-detection-capabilities
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/pricings/update
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing
https://docs.microsoft.com/en-us/powershell/module/az.security/get-azsecuritypricing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-identity -managenent#im -8-secure-user-accessto-legacy-applications

CIS Controls:
Controls Version Control IG 1|IG 2|IG 3
v8 10.1 Deploy and Maintain AnttMalware Software o
Deploy and maintain anttmalware software on all enterprise assets
V7 8 Malware Defenses
Malware Defenses
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-8-secure-user-access-to-legacy-applications
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-8-secure-user-access-to-legacy-applications

2.9 Ensure that Windows Defender ATP (WDATP) integration with
Security Center is selected (Manual)

Profile Applicability:
1 Level 2

Description:

This setting enables Windows Defender ATP (WDATP) integration with Security Center.

Rationale:

WDATP integration brings comprehensive Endpoint Detection and Response (EDR)
capabilities within security center. This integration helps to spot abnamalities, detect and
respond to advanced attacks on Windows server endpoints monitored by Azure Security
Center. Windows Defender ATP in Security Center supports detection on Windows Server
2016, 2012 R2, and 2008 R2 SP1 operating systems in a Standardvgss subscription.

WDATP works only with Standard Tier subscriptions.

Impact:

WDATP works with Standard pricing tier Subscription.Choosing the Standard pricing tier
of Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

Go toAzure Security Center

SelectPricing & settings blade

Click on the subscription name

Select theThreat Detection blade

Ensure settingAllow Windows Defender ATP to access my data is selected.

aprpOdE

Using Azure Command Line Interface 2.0
Ensure the output d the below command isTrue

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/ subscriptions/$0/providers/Microsoft.Security/se
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ttings?api - version=2019 - 01-01']|jq".|.value[] | select(.name=="WDATP")'[jq
".properties.enabled'

Remediation:

From Azure Console

Go toAzure Security Center

Selectsecurity policy blade

Click Onedit settin ~ gs to alter the the security policy for a subscription
Select theThreat Detection blade

Check/Enable optionAllow Windows Defender ATP to access my data
Selectsave

oA~ wNPE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricingeti for Storage Accounts

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subs criptions/$0/providers/Microsoft.Security/se

ttings/WDATP?api - version=2019 -01-01 -d@"input.json™

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft.Security/settings /
WDATP",

"kind": "DataExportSetting",

"type": "Microsoft.Security/settings",

"properties": {

"enabled": true

}

}

References:

https://docs.microsoft.com/ en-in/azure/security -center/security -center-wdatp
https://docs.microsoft.com/en -us/rest/api/securitycenter/settings/list
https://docs.microsoft.com/en -us/rest/api/securitycenter/settings/update
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-endpoint-security#es-2-use-centrally-managedmodern-anti-malware-software

HwNPE

o
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https://docs.microsoft.com/en-in/azure/security-center/security-center-wdatp
https://docs.microsoft.com/en-us/rest/api/securitycenter/settings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/settings/update
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-1-use-endpoint-detection-and-response-edr
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-2-use-centrally-managed-modern-anti-malware-software
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-endpoint-security#es-2-use-centrally-managed-modern-anti-malware-software

CIS Controls:

Controls Version Control IG 1|IG 2|IG 3

v8 10.1 Deploy and Maintain AntiMalware Software x
Deploy and maintain anttmalware software on all enterprise assets

V7 8 Malware Defenses
Malware Defenses
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2.10 Ensure that Microsoft Cloud App SecNMEZAS) integration with
Security Center is selected (Manual)

Profile Applicability:

1 Level 2

Description:

This setting enables Microsoft Cloud App Security (MCAS) integration with Security Center.

Rationale:

Security Center offers an additional layer gbrotection by using Azure Resource Manager
events, which is considered to be the control plane for Azure. By analyzing the Azure
Resource Manager records, Security Center detects unusual or potentially harmful
operations in the Azure subscription environmet. Several of the preceding analytics are
powered by Microsoft Cloud App Security. To benefit from these analytics, subscription
must have a Cloud App Security license.

MCAS works only with Standard Tier subscriptions.
Impact:

MCAS works with Standard pging tier Subscription.Choosing the Standard pricing tier of
Azure Security Center incurs an additional cost per resource.

Audit:

From Azure Console

1. Go toAzure Security Center

2. SelectPricing & settings blade

3. Click on the subscription name

4. Select theThrea t Detection  blade

5. Ensure settingAllow Microsoft Cloud App Security to access my data is
selected.

Using Azure Command Line Interface 2.0
Ensure the output of the below command igrue

az accountget - access -token -- query
"{subscription:subscription,accessT oken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
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https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/se
ttings?api - version=2019 -01-01'|jq".|.value[]|s elect(.name=="MCAS")'|iq
'.properties.enabled'

Remediation:

From Azure Console

Go toAzure Security Center

Selectsecurity policy blade

Click OnEdit Settings to alter the the security policy for a subscription
Select theThreat Detection blade

Check/Enablke option Allow Microsoft Cloud App Security to access my data
Selectsave

ogsMwnNPE

Using Azure Command Line Interface 2.0
Use the below command to enable Standard pricing tier for Storage Accounts

az accountget - access -token -- query
"{subscription:subscription,acce ssToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft. Security/se
ttings/IMCAS?api - version=2019 -01-01 -d@"input.jso n™

Where input.json contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/settings/
MCAS",

"kind": "DataExportSetting",

"type": "Microsoft.Security/settings",

"properties  ": {

"enabled": true

}

}

Default Value:

With Cloud App Security license, these alerts are enabled by default.
References:

1. https://docs.microsoft.com/en -infazure/security -center/security -center-alerts-
service-layer#azure-managementlayer-azure-resource-managerpreview

2. https://docs.microsoft.com/en -us/rest/api/securitycenter/settings/list

3. https://docs.microsoft.com/en -us/rest/api/securitycenter/settings/update
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https://docs.microsoft.com/en-in/azure/security-center/security-center-alerts-service-layer#azure-management-layer-azure-resource-manager-preview
https://docs.microsoft.com/en-in/azure/security-center/security-center-alerts-service-layer#azure-management-layer-azure-resource-manager-preview
https://docs.microsoft.com/en-us/rest/api/securitycenter/settings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/settings/update

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-identity -managenent#im -8-secure-user-accessto-legacy-applications

CIS Controls:
Controls Version Control IG 1|IG 2|IG 3
v8 10.1 Deploy and Maintain AnttMalware Software o
Deploy and maintain anttmalware software on all enterprise assets
V7 8 Malware Defenses
Malware Defenses
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2.11 Ensure that 'Automatic provisioning of monitoring agent' is set to
'On' (Automated)

Profile Applicability:
1 Level 1

Description:

Enable automatic provisioning of the monitoring agent to collect security data.

Rationale:

When Automatic provisioning of monitoring agent is turned on, Azure Security Center
provisions the Microsoft Monitoring Agent on all existing supported Azure virtuh
machines and any new ones that are created. The Microsoft Monitoring Agent scans for
various security-related configurations and events such as system updates, OS
vulnerabilities, endpoint protection, and provides alerts.

Audit:

From Azure Console

Go toSecurity Center

Click onPricing & Settings

Click on a subscription

Click onData Collection

Ensure thatAutomatic provisioning is set toOn

aprpLOdE

Repeat the above for any additional subscriptions.
Using Azure Command Line Interface 2.0
Ensure the output of thebelow command ison

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subscrip tions/$0/providers/Microsoft.Security/au
toProvisioningSettings?api - version=2017 - 08- 01- preview' | jq'.|.value[] |
select(.name=="default")'|jq '.properties.autoProvision'

Using PowerShell

Connect - AzAccount
Get - AzSecurityAutoProvisioningSetting
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Ensure outpu for Id Name AutoProvision' is
/subscriptions//providers/Microsoft. Security/autoProvisioningSettings/default default
Oon’

Remediation:

From Azure Console

Go toSecurity Center

Click onPricing & Settings

Click on a subscription

Click onData Collection

SetAutomatic provisioning to On
Click save

ogrwpdE

Repeat the above for any additional subscriptions.
Using Azure Command Line Interface 2.0

Use the below command to setutomatic provisioning of monitoring agent to on.
az account get - access -token -- query

“{subscrip  tion:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/au
toProvisioningSettings/def ault?api - version=2017 - 08-01- preview -
d@"input.json"

Whereinputjson  contains the Request body json data as mentioned below.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/autoProvi
sioningSettings/default”,

"name"; "def  ault",

"type": "Microsoft.Security/autoProvisioningSettings",

"properties”: {

"autoProvision™: "On"

}

}

Default Value:
By default, Automatic provisioning of monitoring agent is set toon.
References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-data-
security
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https://docs.microsoft.com/en-us/azure/security-center/security-center-data-security
https://docs.microsoft.com/en-us/azure/security-center/security-center-data-security

2. https:/ /docs.microsoft.com/en-us/azure/security -center/security -center-enable-

data-collection

3. https://msdn.microsoft.com/en -us/library/mt704062.aspx

4. https://msdn.microsoft.com/en -us/library/mt704063.aspx

5. https://docs.microsoft.com/en -

us/rest/api/securitycenter/autoprovision _ingsettings/list

6. https://docs.microsoft.com/en -

us/rest/api/securitycenter/autoprovisioningsettings/create

7. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-incident-response#ir-2-preparation--setup-incident-notification

Additional Information:

1 Excluding any of the entries irinput.json

default
T Microsoft has recently changed APIs to get and Update Automatic Provisioning
Setting. This recommendation is updated accordingly.

CIS Catrols:

may disable the specific setting by

Controls
Version

Control

IG1

IG 2(IG 3

v8

7.5 Perform Automated Vulnerability Scans of Internal
Enterprise Assets

Perform automated vulnerability scans of internal enterprise assets on a quarterly
or more frequent, basis. Conduct both authentated and unauthenticated scans, usin
a SCARcompliant vulnerability scanning tool.

(@

v8

7.6 Perform Automated Vulnerability Scans of Externally
Exposed Enterprise Assets

Perform automated vulnerability scans of externallyexposed enterprise assets
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.

v7

3.1 Run Automated Vulnerability Scanning Tools

Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
scan all sysems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systems.

O«
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https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
https://msdn.microsoft.com/en-us/library/mt704062.aspx
https://msdn.microsoft.com/en-us/library/mt704063.aspx
https://docs.microsoft.com/en-us/rest/api/securitycenter/autoprovisioningsettings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/autoprovisioningsettings/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/autoprovisioningsettings/create
https://docs.microsoft.com/en-us/rest/api/securitycenter/autoprovisioningsettings/create
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification

2.12 Ensure any of the ASC Default policy setting is not set to "Disabled"
(Manual)

Profile Applicability:
1 Level 1

Description:

None of the settings offered by ASC Default policy should be set to effect "Disabled".

Rationale:

A security policy defines the desired configuration of your workloads and helps ensure
compliance with company or regulatory security requirements. 8C Default policy is
associated with every subscription by default. ASC default policy assignment is set of
security recommendations based on best practices. Enabling recommendations in ASC
default policy ensures that Azure security center provides abilityo monitor all of the
supported recommendations and allow automated action optionally for few of the
supported recommendations.

Audit:

From Azure Console

Go to Azure Security Center

Click On thesecurity policy to Open Policy Management Blade.

Click Subsc ription View

Click onsubscription Name  to open Security Policy Blade for the Subscription.
Expand All the available section€ompute And Apps , Data , Identity

Ensure that any of the setting is not set tDisabled

oA wNE

The 'View effective Policy' button can be sed to see all effects of policies even if they have
not been modified.

Using Azure Command Line Interface 2.0

Ensure the output of the below command does not contains any setting which is set to
Disabled or Empty

az accountget - access -token -- query
"{subs cription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Authorizati
on/policyAssignments/S ecurityCenterBuiltin?api - version=2018 - 05- 01
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Note policies that have not been modified will not be listed in this output

Remediation:

From Azure Console

N =

Navigate toAzure Policy
On Policy "Overview" blade, Click on PolicsC Default

(Subscription:Subscrip tion_ID)

B w

On "ASC Default" blade, Click aruit Assignments
In section PARAMETERSCONfigure the impacted setting to any other available value

than Disabled or empty
5. Click save

References:

=

https://docs.microsoft.com/en -us/azure/security -center/security -center-policies

no

https://docs.microsoft.com/ en-us/azure/security -center/security -center-enable-

transparent-data-encryption

https://msdn.microsoft.com/en -us/library/mt704062.aspx

https://msdn.microsoft.com/en -us/library/mt704063.aspx

https://docs.microsoft.com/en -us/rest/api/resources/policyassignments/get

https://docs.microsoft.com/en -us/rest/api/resources/policyassignments/create

https:/ /docs.microsoft.com/en-in/azure/security -center/tutorial -security-policy

©ONOoOOAW

https://docs.micro soft.com/en-us/azure/security/benchmarks/security -controls-

v2-incident-response#ir-2-preparation--setup-incident-notification

CIS Controls:

Controls
Version

Control

IG 1|1G 2|IG 3

v8

3.11 Encrypt Sensitive Data at Rest

Encrypt sensitive data at rest on servers, applications, and databases containing
sensitive data. Storagdayer encryption, also known as servesside encryption, meets
the minimum requirement of this Safeguard. Additional encryption methods may
include application-layer encryption, also known as clientside encryption, where
access to the data storage device(s) does not permit access to the pltert data.

(@

V7

14.8 Encrypt Sensitive Information at Rest

Encrypt all sensitive information at rest usirg a tool that requires a secondary
authentication mechanism not integrated into the operating system, in order to access
the information.

O«
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https://docs.microsoft.com/en-us/azure/security-center/security-center-policies
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-transparent-data-encryption
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-transparent-data-encryption
https://msdn.microsoft.com/en-us/library/mt704062.aspx
https://msdn.microsoft.com/en-us/library/mt704063.aspx
https://docs.microsoft.com/en-us/rest/api/resources/policyassignments/get
https://docs.microsoft.com/en-us/rest/api/resources/policyassignments/create
https://docs.microsoft.com/en-in/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification

2.13 Ensure 'Additional email addresses' is configured with a security
contact email (Automated)

Profile Applica bility:
1 Level 1

Description:

Security Center emails the subscription owners whenever a higbkeverity alert is triggered
for their subscription. You should provide a security contact email address as an additional
email address.

Rationale:

Azure SecurityCenter emails the Subscription Owner to notify them about security alerts.
Adding your Security Contact's email address to the 'Additional email addresses' field
ensures that your organization's Security Team is included in these alerts. This ensures
that the proper people are aware of any potential compromise in order to mitigate the risk
in a timely fashion.

Audit:

From Azure Console

Go toSecurity Center

Click onPricing & settings

Click on the appropriate Management Group, Subscription, or Workspace
Click on Email notifications

Ensure that a valid security contact email address is listed in thaiditional email
addresses field

aprwdE

Using Azure Command Line Interface 2.0
Ensure the output of the below command is set not empty and is set with appropriate email
ids.

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$0/provi ders/Microsoft.Security/se
curityContacts?api - version=2017 - 08- 01- preview' | jq'.|.value[] |
select(.name=="default")'|jq '.properties.email’

Remediation:
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From Azure Console

Go toSecurity Center

Click onPricing & settings

Click on the appropriate Managemet Group, Subscription, or Workspace

Click onEmail notifications

Enter a valid security contact email address (or multiple addresses separated by
commas) in theAdditional email addresses field

6. Clicksave

abrwbdpE

Using Azure Command Line Interface 2.0

Use the bebw command to setSecurity contact emails to on.

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https:// management.azure.com/subscriptions/$0/providers/Microsoft.Security/se
curityContacts/defaultl?api - version=2017 - 08- 01- preview - d@"input.json

Whereinputjson  contains the Request body json data as mentioned below. And replace
validEmailAddress with email ds csv for multiple.

{

"id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft.Security/securityC
ontacts/default",

"name": "default",

"type": "Microsoft.Security/securityContacts"”,

"properties": {

"email": "<val idEmailAddress>",
"alertNotifications": "On",
"alertsToAdmins": "On"

}
}

Default Value:

By default, there are no additional email addresses entered.
References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-provide-
security-contact-details

2. https:/ /docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/list

3. https://docs.microsoft.com/en -
us/rest/api/securitycenter/securitycontacts/update
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https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-incident-responsetir -2-preparation--setup-incident-notification

Additional Information:

1 Excluding any of the entries in recommendations block imputjson  disables the
specific setting by default
CIS Controls:
Controls
. Control IG 1{I1G 2|IG 3
Version
17.2 Establish ard Maintain Contact Information for
Reporting Security Incidents
3 Establish and maintain contact information for parties that need to be informed of w
Vv security incidents. Contacts may include internal staff, thirgparty vendors, law 0
enforcement, cyber insurarce providers, relevant government agencies, Information
Sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts
annually to ensure that information is upto-date.
V7 3 Continuous Vulnerability Management

Continuous Vulngability Management
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification

2.14 Ensure that 'Notify about alerts with the following severity' is set to
'High' (Automated)

Profile Applicability:
1 Level 1

Description:

Enables emailing security alerts to the subscription owner or other designated security
contact.

Rationale:

Enabling security alert emails ensures that security alert emails are received from
Microsoft. This ensures that the right people are aware of any potential security issues and
are able to mitigate the risk.

Audit:

From Azure Console

1.Go toSecurity Center

Click onPricing & settings

Click on the appropriate Management Group, Subscription, or Workspace
Click onEmail notifications

Ensure that theNotify about alerts with the following severity (or

higher) setting is checked and set teigh

aprOdE

Using Azure Command Line Interface 2.0
Ensure the output of below command is set toue .

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json”
https://management.azure.com/subscriptions/$0/providers/Microsoft. Security/se
curityContacts?api - version=2017 - 08- 01- preview' | jq'.|.value[] |
select(.name=="default1")'|jq .properties.alertNotifications'

Remediation:

From Azure Console

1. Go to Security Center
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2. Click onPricing & settings
3. Click on the appropriate Management Group, Subscription, or Workspace
4. Click onEmail notifications
5. Under 'Notification types', check the check box next teotify about alerts with
the fo llowing severity (or higher): and selectHigh from the drop down menu
6. Clicksave

Using Azure Command Line Interface 2.0

Use the below command to setend email notification for high severity alerts to
On.

az accountget - access -token -- query

"{subscription: subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/se
curityContacts/defaultl?api - ver sion=2017 - 08- 01- preview - d@"input.json™

Whereinputjson  contains the Request body json data as mentioned below.
And replacevalidEmailAddress ~ with email ids csv for multiple.

{
"id":
"/subscriptions/<Your_Subscription_Id>/providers/Microsoft .Security/securityC
ontacts/default1"”,
"name": "default1"”,
"type": "Microsoft.Security/securityContacts",
"properties": {
"email": "<validEmailAddress>",
"alertNotifications": "On",
"alertsToAdmins": "On"

}
}

Default Value:

By default,Send email notification for high severity alerts is not set.
References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-provide-

security-contact-details

https://docs.microsoft.com/en -us/rest/api/securitycenter/securitycontacts/list

3. https://docs.microsoft.com/en -
us/rest/api/securitycenter/securitycontacts/update

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-incident-response#ir-2-preparation--setup-incident-notification

no

106 | Page



https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification

Additional Information:

T Excluding ay of the entries in recommendations block irnput.json
specific setting by default

1 Microsoft has recently changed Rest APIs to get and Update Security Contact
Information. This recommendation is updated accordingly

disables the

CIS Controls:
Controls
. Control IG 1|1G 2|IG 3
Version
17.1Designate Personnel to Manage Incident Handling
$AOCECI AGA 11T A EAU PAOOITHh AT A AO 1 AAQ
incident handling process. Management personnel are responsible for the coordinatior
v8 and documentation of incident response and recovery efforts and can consist of 6
employees internal to the enterprise, thirdparty vendors, or a hybrid approach. If using
a third-party vendor, designate at least one person internal to the enterprise to overse
any third-party work. Review annually, or when significant enterprise changes occur
that could impact this Safeguard.
V7 3 Continuous Vulnerability Management

Continuous Vulnerability Management
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2.15 Ensure that 'All users with the following roles' is set to 'Owner
(Automated)

Profile Applicability:
1 Level 1

Description:

Enable security alert emails to subcription owners.

Rationale:

Enabling security alert emails to subscription owners ensures that they receive security
alert emails from Microsoft. This ensures that they are aware of any potential security
issues and can mitigate the risk in a timely fasbn.

Audit:

From Azure Console

Go toSecurity Center

Click onPricing & settings

Click on the appropriate Management Group, Subscription, or Workspace
Click onEmail notifications

Ensure thatAll users with the following roles is set toOwner

aprpODE

Using Azure Command Line Interface 2.0
Ensure the output of below command is set toue .

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/se
curityContacts?api - version=2017 - 08- 01- preview' | jq'.|.value[] |
select(.name=="default1")'|jq '.properties.alertsToAdmins'

Remediation:

From Azure Console

Goto Security Center

Click onPricing & settings

Click on the appropriate Management Group, Subscription, or Workspace
Click onEmail notifications

hpownbpE
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5. In the drop down of theAll users with the following roles field selectowner
6. Clicksave

Using Azure Command Line Interface 2.0

Use the below command to setend email also to subscription owners to on.

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/Microsoft.Security/se
curityContacts/defaultl?api - version=2017 - 08- 01- preview - d@"input.json

Whereinputjson  contains the Request body json data as mentioned below
And replacevalidEmailAddress ~ with email ids csv for multiple.

{

"id":
"/subscriptions/<Your_Subscription_ld>/providers/Microsoft.Security/securityC
ontacts/defaultl1"”,

"name": "defaultl",

"type": "Microsoft.Security/securityContacts" ,

"properties": {

"email": "<validEmailAddress>",
"alertNotifications": "On",
"alertsToAdmins"; "On"

}

}

Default Value:

By default,owner is selected

References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-provide-
security-contact-details

2. https://docs.microsoft.com/en -us/rest/api/securitycenter/securitycontacts/list

3. https://docs.microsoft.com/en -
us/rest/api/securitycenter/securitycontact s/update

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-incident-response#ir-2-preparation--setup-incident-notification

Additional Information:

-Excluding any of the entries in recommendations block in input.json disables the specific
setting by default
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https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/list
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update
https://docs.microsoft.com/en-us/rest/api/securitycenter/securitycontacts/update
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-incident-response#ir-2-preparation--setup-incident-notification

CIS Controls:

Controls
. Control IG 1|1G 2|IG 3
Version
17.2 Establish and Maintain Contact Information for
Reporting Security Incidents
Establish and maintain contact information for parties that need to be informed of v
v8 security incidents. Contacts may include internal staff, thirgbarty vendors, law 0
enforcement, cyber insurance providers, relevant government agencies, Information
Sharingand Analysis Center (ISAC) partners, or other stakeholders. Verify contacts
annually to ensure that information is upto-date.
v7 3 Continuous Vulnerability Management

Continuous Vulnerability Management
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3 Storage Accounts

This section coverssecurity recommendations to follow to set storage account policies on
an Azure Subscription. An Azure storage account provides a unique namespace to store and
access Azure Storage data objects.
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3.1 Ensure that 'Secure transfer required' is set to 'Edapditomated)

Profile Applicability:
1 Level 1

Description:

Enable data encryption in transit.

Rationale:

The secure transfer option enhances the security of a storage account by only allowing

requests to the storage account by a secure connection. For example, when calling REST

APIs to acces storage accounts, the connection must use HTTPS. Any requests using HTTP

will be rejected when 'secure transfer required’ is enabled. When using the Azure files

service, connection without encryption will fail, including scenarios using SMB 2.1, SMB 3.0

without encryption, and some flavors of the Linux SMB client. Because Azure storage

AT AOT 60 OOPPT OO (4403 A1 O AOOGOIT AT 1T AET 1T AIAO
custom domain name.

Audit:

From Azure Console

1. Go toStorage Accounts
2. For each storag@ account, go taonfiguration
3. Ensure thatSecure transfer required is set toEnabled

Using Azure Command Line Interface 2.0
Use the below command to ensure th8ecure transfer required is enabled for all the
Storage Accounts by ensuring the output contairstrue for each of theStorage Accounts

| az storage account list -- query [*].[name,enableHttpsTrafficOnly] |

Remediation:

From Azure Console

1. Go toStorage Accounts
2. For each storage account, go tonfiguration
3. SetSecure transfer required to Enabled
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Using Azure Command Line Interface 2.0

Use the below command to enablsecure transfer required for a Storage Account
az storage account update -- name <storageAccountName>  -- resource - group
<resourceGroupName> -- https - only true

Default Value:

By default,Secure tra  nsfer required is set toDisabled
References:

1. https://docs.microsoft.com/en -us/azure/storage/blobs/security -
recommendations#encryption-in-transit

2. https://docs.microsoft.com/en -us/cli/azure/storage/account?view=azure -cli-
latest#az_storage_account_list

3. https://docs.microsoft.com/en -us/cli/azure/storage/account?view=azure -cli-
latest#az_storage_account_update

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -4-encrypt-sensitive-informati on-in-transit

CIS Controls:

Controls

. Control IG 1(I1G 2
Version

IG 3

3.10 Encrypt Sensitive Data in Transit

Encrypt all sensitive information in transit.

v8 Encrypt sensitive data in transit. Example implementations can include: 6
Transport Layer Security (TLS) and Open Secure Shell (OpenSSH).
V7 14.4 Encrypt All Sensitive Information in Transit o
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https://docs.microsoft.com/en-us/azure/storage/blobs/security-recommendations#encryption-in-transit
https://docs.microsoft.com/en-us/azure/storage/blobs/security-recommendations#encryption-in-transit
https://docs.microsoft.com/en-us/cli/azure/storage/account?view=azure-cli-latest#az_storage_account_list
https://docs.microsoft.com/en-us/cli/azure/storage/account?view=azure-cli-latest#az_storage_account_list
https://docs.microsoft.com/en-us/cli/azure/storage/account?view=azure-cli-latest#az_storage_account_update
https://docs.microsoft.com/en-us/cli/azure/storage/account?view=azure-cli-latest#az_storage_account_update
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-4-encrypt-sensitive-information-in-transit
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-4-encrypt-sensitive-information-in-transit

3.2 Esure that storage account access keys are periodically
regenerated (Manual)

Profile Applicability:

1 Level 1

Description:

Regenerate storage account access keys periodically.

Rationale:

When a storage account is created, Azure generates two 5bR storage access keys, which
are used for authentication when the storage account is accessed. Rotating these keys
periodically ensures that any inadvertent access or exposure does not result in these keys
being compromised.

Impact:

Regenerating access keys canfaft services in Azure as well as the organization's
applications that are dependent on the storage account. All clients that use the access key
to access the storage account must be updated to use the new key.

Audit:

From Azure Console

1. Go toStorage Accou nts

2. For each storage account, go tactivity log

3. Under Timespan drop-down, selectCustom and chooseStarttime  and End time
such that it ranges 90 days

4. Enter RegenerateKey in the Search text box

5. Click Apply

It should list out all RegenerateKey events. If ro such event exists, then this is a finding.
Using Azure Command Line Interface 2.0

1. Get alist of storage accounts**

| az storage account list

Make a note ofd , name and resourceGroup
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2. For every storage account make sure that key is regenerated in past 98yd.
az monitor activity - log list -- namespace Microsoft.Storage -- offset 90d --
query "[?contains(authorization.action, 'regenerateKey")]" -- resource -id

<resource id>

The output should contain

"authorization"/"scope": <your_storage_account> AND "authorizati on"/"action";
"Microsoft.Storage/storageAccounts/regenerateKey/action" AND
"status"/"localizedValue": "Succeeded" "status"/"Value": "Succeeded"

Remediation:

Follow Microsoft Azure documentation for regenerating storage account access keys.

Default Value:

By default, access keys are not regenerated periodically.

References:

1.

https://docs.microsoft.com/en -us/azure/storage/comm on/storage-create-storage-
account#regeneratestorage-accesskeys

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pal-protect-and-limit -highly-privileged-users
3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-privileged-access#pa2-restrict -administrative -accessto-businesscritical -
systems
4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-identity -management#im-2-manageapplication-identities -securely-and-
automatically
5. https://docs.microsoft.com/en -us/azure/ security/benchmarks/security -controls-
v2-governancestrateqy#gs-6-define-identity -and-privileged-accessstrategy
CIS Controls:
Controls Control IG 1]IG 2|16 3
Version
6.1 Establish an Access Granting Process
v8 Establish and follow a process, preferablgputomated, for granting access to é
enterprise assets upon new hire, rights grant, or role change of a user.
V8 6.2 Establish an Access Revoking Process 5
Establish and follow a process, preferably automated, for revoking access to
enterprise assetsthrough disabling accounts immediately upon termination, rights
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https://docs.microsoft.com/en-us/azure/storage/common/storage-create-storage-account#regenerate-storage-access-keys
https://docs.microsoft.com/en-us/azure/storage/common/storage-create-storage-account#regenerate-storage-access-keys
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-1-protect-and-limit-highly-privileged-users
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-privileged-access#pa-2-restrict-administrative-access-to-business-critical-systems
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-2-manage-application-identities-securely-and-automatically
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-2-manage-application-identities-securely-and-automatically
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-2-manage-application-identities-securely-and-automatically
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-6-define-identity-and-privileged-access-strategy

Controls
. Control IG 1{1G 2|IG 3
Version
revocation, or role change of a user. Disabling accounts, instead of deleting accountg
may be necessary to preserve audit trails.
V7 16 Account Monitoring and Control
Account Monitoring and Control
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3.3 Ensure Storage logging is enabled for Queue service for read, write,
and delete requests (Manual)

Profile Applicability:
1 Level 2

Description:

The Storage Queue service stores messages that may be read by any client who has access
to the storage account. A queue can contain an unlimited number of messages, each of
which can be up to 64KB in size using version 20108-18 or newer. Storage Logging

happens serverside and allows details for both successful and failed requests to be

recorded in the storage account. These logs allow users to see the details of read, write, and
delete operations against the queues. Storage Logging log entries contain the following
information about individual requests: Timing information such as start tine, endto-end
latency, and server latency, authentication details , concurrency information and the sizes

of the request and response messages.

Rationale:

Storage Analytics logs contain detailed information about successful and failed requests to
a storageservice. This information can be used to monitor individual requests and to
diagnose issues with a storage service. Requests are logged on a-edfsirt basis.

Storage Analytics logging is not enabled by default for your storage account.

Audit:

From Azure Console:

1. Go toStorage Accounts

2. Select the specific Storage Account.

3. Click theDbiagnostics settings (classic) blade from Monitoring (classic)
section.

4. Ensure theStatus is set toOn, if set toOff .

5. SelectQueue properties

6. EnsureRead Write Delete options are selected under theogging section.

Using Azure Command Line Interface 2.0:
Ensure the below command's output contains propertiegelete ,read andwrite set to
true .
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| az storage logging show -- services q -- account - name <storageAccountName>

Remediation :

From Azure Console:

1. Go toStorage Accounts
2. Select the specific Storage Account.
3. Click theDiagnostics settings (classic) blade from Monitoring (classic)
section.
4. Set thestatus to On, if set toOff .
5. SelectQueue properties
6. SelectRead, Write andDelete options under theLogging section to enable Storage

Logging for Queue service.

Using Azure Command Line Interface 2.0
Use the below command to enable the Storage Logging for Queue service.

az storage logging update -- account - name <storageAccountName> -- account - key
<storageAccountKey> -- services q -- logrwd  -- retention 90
References:

1. https://docs.microsoft.com/en -us/rest/api/storageservices/about -storage-
analytics-logging

2. https://docs.microsoft.com/en -us/cli/azure/storage/logging?view=azure -cli-latest

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logging-for-azure-resources

Additional Information:

By the nature and intent of having queues, practically we cannot generalize detailed audit
log requirement for every queue. This recommendation may be applicable to storage
account queue service where the security is paramount.

CIS Conrols:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs

v8 Configure detailed audit logging for enterprise assets containing sensitive data.
Include event source, date, username, timestamp, source addresses, destination
addressesand other useful elements that could assist in a forensic investigation.

(@
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https://docs.microsoft.com/en-us/rest/api/storageservices/about-storage-analytics-logging
https://docs.microsoft.com/en-us/rest/api/storageservices/about-storage-analytics-logging
https://docs.microsoft.com/en-us/cli/azure/storage/logging?view=azure-cli-latest
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-4-enable-logging-for-azure-resources
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-4-enable-logging-for-azure-resources

Controls

. Control IG 1{1G 2|IG 3
Version
6.3 Enable Detailed Logging
v7 Enable system logging to include detailed information such as an event source, (‘j
date, user, timestamp, source addresses, destination addressesq ather useful
elements.

119|Page



3.4 Ensure that shared access signature tokens expire within an hour
(Manual)

Profile Applicability:
1 Level 1

Description:

Expire shared access signature tokens within an hour.

Rationale:

A shared access signature (SAS)asJRI that grants restricted access rights to Azure
Storage resources. A shared access signature can be provided to clients who should not be
trusted with the storage account key but for whom it may be necessary to delegate access
to certain storage accout resources. Providing a shared access signature URI to these
clients allows them access to a resource for a specified period of time. This time should be
set as low as possible and preferably no longer than an hour.

Audit:

Currently, SAS token expirationtimes cannot be audited. Until Microsoft makes token
expiration time a setting rather than a token creation parameter, this recommendation
would require a manual verification.

Remediation:

When generating shared access signature tokens, use start and eimae such that it falls
within an hour.
From Azure Console

1. Go to Storage Accounts
2. For each storage account, go to Shared access signature
3. Set Start and expiry date/time within an hour

note At this point of time, there is no API/CLI mechanism available torpgrammatically
conduct security assessment for this recommendation.

Default Value:

By default, expiration for shared access signature is set to 8 hours.
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References:

1. https://docs.microsoft.com/en -us/rest/api/storageservices/delegating -access
with -a-shared-accesssignature

CIS Controls:

Controls

. Control IG1(I1G 2|IG 3
Version

5.3 Disable Dormant Accounts

v8 Delete or disable any dormant accounts after a period of 45 days of 0]
inactivity, where supported.
16.10 Ensure All Accounts Have An Expiration Date .
V7 Ensure that all accounts have an expiration date that is monitored and 0]

enforced.
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3.5 Ensur that 'Public access level' is set to Private for blob containers
(Automated)

Profile Applicability:
1 Level 1

Description:

Disable anonymous access to blob containers and disallow blob public access on storage
account.

Rationale:

Anonymous, public readaccess to a container and its blobs can be enabled in Azure Blob
storage. It grants readonly access to these resources without sharing the account key, and
without requiring a shared access signature. It is recommended not to provide anonymous
access to bbb containers until, and unless, it is strongly desired. A shared access signature
token should be used for providing controlled and timed access to blob containers. If no
ATTTUIT OO AAAAGOG EO TAAAAA 11 OEA OO1 OACA
allowBlobPublicAccess false.

Impact:

Access using shared access signatures will have to be managed.

Audit:

From Azure Console

Go toStorage Accounts

For each storage account, go tontainers  under BLOB SERVICE

For each container, clickccess policy

Ensure thatPublic access level iS set toPrivate (no anonymous access)

For each storage account, go to Allow Blob public access’ in Configuration
EnsureDisabled if no anonymous access is needed on the storage account

oukwnE

Using Azure Command Line Interface 2.0
Ensure thebelow command output contains null

az storage container list -- account - name <accountName> -- account - key
<accountKey> -- query '[*].properties.publicAccess'

Ensure allowBlobPublicAccess is false
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az storage account show -- name <storage -account> -- resource - gr oup <resource -
group> -- query allowBlobPublicAccess -- output tsv

Remediation:

From Azure Console
First, follow Microsoft documentation and created shared access signature tokens for your
blob containers. Then,

1. Go toStorage Accounts

2. For each storage accountgo toContainers under BLOB SERVICE

3. For each container, clickiccess policy

4. SetPublic access level to Private (no anonymous access)

5. For each storage account, go tellow Blob public access in Configuration
6.

SetDisabled if N0 anonymous access is heededdhe storage account

Using Azure Command Line Interface 2.0

1. Identify the container name from the audit command
2. Set the permission for public access tprivate  (0off) for the above container name,
using the below command

az storage container set - permission - - name <containerName> -- public - access
off -- account - name <accountName> -- account - key <accountKey>

3. Set Disabled if no anonymous access is wanted on the storage account

az storage account update -- name <storage -account> -- resource - group
<resource -group> -- al low - blob - public - access false

Default Value:

By default,Public access level IS set toPrivate (no anonymous access) for blob
containers. By default, AllowBlobPublicAccess is set to Null (allow in effect) for storage
account.

References:

1. https://docs.microsoft.com/en -us/azure/storage/blobs/storage -manageaccessto-
resources

2. https://docs.microsoft.com/en -us/azure/storage/blobs/anonymous -read-access
prevent

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqy#gs-2-define-enterprise-segmentation-strateqgy

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-network -security#ns-1-implement-security-for -internal -traffic
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-manage-access-to-resources
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-manage-access-to-resources
https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-prevent
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic

CIS Controls:

Controls
Version

Control IG1|IG 2|IG 3

3.3 Configure Data Access Control Lists
v8 #1711 ZECOOA AAOA AAAAOO Ai1 06011 1TEOOO o]
access control lists, also known as access permissions, to local and remote file
systems, databases, and applications.

16 Account Monitoring and Control
Account Monitoring and Control

V7
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3.6 Ensure default network access rule for Storage Accounts is set to
deny (Automated)

Profile Applicability:
1 Level 2

Description:

Restricting default network access helps to provide aew layer of security, since storage
accounts accept connections from clients on any network. To limit access to selected
networks, the default action must be changed.

Rationale:

Storage accounts should be configured to deny access to traffic from all wetks

(including internet traffic). Access can be granted to traffic from specific Azure Virtual
networks, allowing a secure network boundary for specific applications to be built. Access
can also be granted to public internet IP address ranges, to enalslennections from

specific internet or on-premises clients. When network rules are configured, only
applications from allowed networks can access a storage account. When calling from an
allowed network, applications continue to require proper authorization(a valid access key
or SAS token) to access the storage account.

Audit:

From Azure Console

1. Go to Storage Accounts

2. For eachstorage account , Click on the settings menu calleHirewalls  and
virtual networks

3. Ensure that Allow access fronall networks  is not selected.

Using Azure Command Line Interface 2.0
EnsuredefaultAction is not set toAllow .

az storage account list -- query T*].networkRuleSet'

Remediation:

From Azure Console

1. Go toStorage Accounts
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3.
4,
5

For each storage account, Click on thettings menu called Firewalls
networks

Ensure that you have elected to allow access frogelected networks
Add rules toallow traffic from specific network

Click Save to apply your changes.

Using Azure Command Line Interface 2.0
Use the below command tapdate default - action to Deny.

and virtual

az storage account update -- name <StorageAccountName>  -- resource - group
<resourceGroupName> -- default - action Deny

References:

1.

2.

3.

https://docs.microsoft.com/en -us/azure/storage/common/storage -

network -

security

https://docs. microsoft.com/en-us/azure/security/benchmarks/security -controls-

v2-governancestrategy#qgs-2-define-enterprise-segmentation-strateqy

https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-network -security#ns-1-implement-security-for -internal -traffic

CIS Controls:

Controls
Version

Control

IG 1|IG 2|IG 3

v8 Establish and maintain a secure network architecture. A secure network

12.2 Establish and Maintain a Secure Network Architecture

architecture must address segmentation, least privilege, and availability, at a
minimum.

O«

v7

16 Account Monitoring and Control
Account Monitoring and Control
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https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic

3.7 Ensure 'Trusted Microsoft Services' is enabled for Storage Account
access (Manual)

Profile Applicability:
1 Level 2

Description:

Some Microsoft services that interact with storage accounts operate from networks that
can't begranted access through network rules. To help this type of service work as
intended, allow the set of trusted Microsoft services to bypass the network rules. These
services will then use strong authentication to access the storage account. If the Allow
trusted Microsoft services exception is enabled, the following services: Azure Backup,
Azure Site Recovery, Azure DevTest Labs, Azure Event Grid, Azure Event Hubs, Azure
Networking, Azure Monitor and Azure SQL Data Warehouse (when registered in the
subscription), are granted access to the storage account.

Rationale:

Turning on firewall rules for storage account will block access to incoming requests for

data, including from other Azure services. This includes using the Portal, writing logs, etc.
We can reenable functionality. The customer can get access to services like Monitor,
Networking, Hubs, and Event Grid by enablingrusted Microsoft Services" through
exceptions. Also, Backup and Restore of Virtual Machines using unmanaged disks in storage
accounts wih network rules applied is supported via creating an exception.

Audit:

From Azure Console

=

Go toStorage Accounts

2. For each storage account, Click on the settings menu callégwalls  and virtual
networks .

Click onselected networks

Ensure thatAllow trus  ted Microsoft services to access this storage

account IS checked inExceptions

B w

Using Azure Command Line Interface 2.0
Ensurebypass containsAzureServices

az storage account list -- query 'T*].networkRuleSet' |
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Remediation:

From Azure Console

1. Go toStora ge Accounts

2. For each storage account, Click on the settings menu callegwalls  and virtual
networks

Ensure that you have elected to allow access from 'Selected networks'.
Enable check box forllow trusted Microsoft services to access this

storage acco unt .

5. Click Save to apply your changes.

B w

Using Azure Command Line Interface 2.0
Use the below command to updateusted Microsoft services

az storage account update -- name <StorageAccountName>  -- resource - group
<resourceGroupName> -- bypass AzureServices
References:

1. https://docs.microsoft.com/en -us/azure/storage/common/storage -network -
security

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-network -security#ns-1-implement-security-for-internal -traffic

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-governancestrateqgy#gs-2-define-enterprise-segmentation-strateqgy

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

4.4 mplement and Manage a Firewall on Servers
v8 Implement and manage a firewall on servers, where supported. Example (‘j
implementations include a virtual firewall, operating system firewall, or a third
party firewall agent.

9.2 Ensure Only Approved Ports, Protocols and Services Al
v7 Running

Ensure that only network ports, protocols, and services listening on a system
with validated business needs, are running on each system.

(@
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https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-governance-strategy#gs-2-define-enterprise-segmentation-strategy

3.8 Ensure soft delete is enabled for Azure Storage (Automated)
Profile Applicability:

1 Level 1

Description:

The Azure Storage blobs contain data like ePHI, Financial, secret or personal. Erroneously
modified or deleted accidentally by an application or other storage account user cause data
loss or data unavailability.

It is recommended the Azure Storage be made recenable by enablingsoft delete
configuration. This is to save and recover data when blobs or blob snapshots are deleted.

Rationale:

There could be scenarios where users accidentally run delete commands on Azure Storage
blobs or blob snapshot or attacker/mdicious user does it deliberately to cause disruption.
Deleting an Azure Storage blob leads to immediate data loss / n@accessible data.

There is a property of Azure Storage blob service to make recoverable blobs.

1 Soft Delete

Enabling this configuration br azure storage ensures that even if blobs/data were
deleted from the storage account, Blobs/data objects remain recoverable for a
particular time which set in the "Retention policies" [Retention policies can be 7
days to 365 days].

Audit:

From Azure Console:

1. Go to Storage Account
2. For each Storage Account, navigate to Data protection
3. Ensure that soft delete is enabled

Using Azure Command-Line Interface 2.0:
Ensure that the output of the below command contains enabled status as true and days is
not empty or null

az storage blob service - properties delete - policy show -- account - name
<StorageAccountName>
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Remediation:

From Azure Console:

=

Go to Storage Account

For each Storage Account, navigate timta Protection

3. Select set soft delete enabled and enter a numbef @ays you want to retain soft
deleted data.

no

Using Azure Command-Line Interface 2.0:
Update retention days in below command

az storage blob service - properties delete - policy update -- days - retained
<RetentionDaysValue> -- account - name <StorageAccountName> -- enable true

Default Value:

When new storage account is created, soft delete is by defadisabled .
References:

1. https://docs.microsoft.com/en -us/azure/storage/blobs /storage-blob-soft-delete

CIS Controls:

Controls

i Control IG1|I1G 2|IG 3
Version

11.1 Establish and Maintain a Data Recovery Process

Establish and maintain a data recovery process. In the process, address the scop
v8 data recovery activities, recovey prioritization, and the security of backup data.
Review and update documentation annually, or when significant enterprise changes
occur that could impact this Safeguard.

O«

V7 10 Data Recovery Capabilities
Data Recovery Capabilities
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3.9 Ensuwg storage for critical data are encrypted with Customer
Managed Key (Automated)

Profile Applicability:

1 Level 2

Description:

Enable sensitive data encryption at rest using Customer Managed Keys rather than
Microsoft Managed keys

Rationale:

By default, dda in the storage account is encrypted using Microsoft Managed Keys at rest.
All Azure Storage resources are encrypted, including blobs, disks, files, queues, and tables.
All object metadata is also encrypted. However, if you want to control and manageghi
encryption key yourself, you can specify a customenanaged key, that key is used to

protect and control access to the key that encrypts your data. You can also choose to
automatically update the key version used for Azure Storage encryption whenever aw
version is available in the associated Key Vault.

Impact:

If the key expires by setting the 'activation date' and 'expiration date' of the key, the user
must rotate the key manually.

Using Customer Managed Keys may also incur additional maour requirements to create,
store, manage, and protect the keys as needed.

Audit:

From Azure Console:

1. Go to Storage Accounts’
2. For each storage account, go tencryption
3. Ensure that Encryption type is set to Customer Managed Keys

Remediation:

From Azure Console:

1. Go toStorage Accounts
2. For each storage account, go tencryption
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3. Set Customer Managed Keys
4. Select the Encryption key and enter the appropriate setting value
5. Clicksave

Default Value:

By default, Encryption type is set to Microsoft Managed Keys

References:

1. https://docs.microsoft.com/en -us/azure/storage/common/storage -service-

encryption
2. https://docs.microsoft.com/en -us/azure/security/fundamentals/data -encryption-

best-practices#protect-data-at-rest

3. https://docs.microsoft.com/en -us/azure/storage/common/storage -service-

encryption#azure-storage-encryption-versus-disk-encryption

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -1-discovery -classify-and-label-sensitive-data

CIS Controls:
Controls
. Control IG 1]1G 2|IG 3
Version
3.11 Encrypt Sensitive Data at Rest
Encrypt sensitive data at rest on servers, applications, and databases containing
v8 sensitive data. Storagdayer encryption, also known as servesside encryption, meets 6
the minimum requirement of this Safeguard. Additional encryption methods may
include application-layer encryption, also known as cliensside encryption, where
access to the data storage device(s) does not permit access to the pltert data.
14.8 Encrypt Sensitive Information at Rest
v7 Encrypt all sensitive information at rest usirg a tool that requires a secondary (‘j
authentication mechanism not integrated into the operating system, in order to access
the information.
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3.10 Ensure Storage logging is enabled for Blob service for read, write,
and delete requests (Manual)

Profile Ap plicability:
1 Level 2

Description:

The Storage Blob service provides scalable, cesfficient objective storage in the cloud.
Storage Logging happens serveside and allows details for both successful and failed
requests to be recorded in the storage aotint. These logs allow users to see the details of
read, write, and delete operations against the blobs. Storage Logging log entries contain the
following information about individual requests: Timing information such as start time,
end-to-end latency, andserver latency, authentication details , concurrency information

and the sizes of the request and response messages.

Rationale:

Storage Analytics logs contain detailed information about successful and failed requests to
a storage service. This informatiorcan be used to monitor individual requests and to
diagnose issues with a storage service. Requests are logged on a-edfsirt basis.

Impact:

Enabling storage account blob service logging does have a cost implication.

Audit:

From Azure Console:

! Go toStor age Accounts

T Select the specific Storage Account.
1 Click theDiagnostics settings (classic) blade from Monitoring (classic)
section.

f Ensure thestatus is set toon, if set toOff .
f SelectBlob properties
1 EnsureRead, Write , andDelete options are selectedunder the Logging section

Using Azure Command Line Interface:
Ensure the below command's output contains properties delete, read and write set to true.

‘ az storage logging show -- services b -- account - name <storageAccountName> ‘
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Remediation:

From Azure Console:

1 Go toStorage Accounts

Select the specific Storage Account.

§ Click theDiagnostics settings (classic) blade from Monitoring (classic)
section.

1 Set thestatus to On, if set toOff .

SelectBlob properties

1 Selectread, Write and Delete options under the Logging section to enable Storage
Logging for Blob service.

=

=

Using Azure Command Line Interface:
Use the below command to enable the Storage Logging for Blob service.

az storage logging update -- account - name <storageAccountName> -- account - key
<storageAccountK ey> -- services b -- logrwd  -- retention 90

Default Value:

By default, storage account blob service logging is disabled for read, write, an delete
operations

References:

1. https://docs.microsoft.com/en -us/rest/api/storageservices/about -storage-
analytics-logging

2. https://docs.microsoft.com/en -us/cli/azure/storage/l ogging?view=azurecli-latest

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/se curity -controls-
v2-logaing-threat-detection#lt -4-enable-logaing-for -azure-resources

Additional Information:

By the nature and intent of having blobs, practically we cannot generalize detailed audit log
requirement for every blob. This recommendation may b applicable to storage account
blob service where the security is paramount.

CIS Controls:

Controls

. Control IG1(I1G 2|IG 3
Version

O«

v8 8.5 Collect Detailed Audit Logs

Configure detailed audit logging for enterprise assets containing sensitive data.
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Controls
. Control IG 1{1G 2|IG 3

Version
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assist in a forensic investigation.
6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source, (“)

date, user, timestamp, source addresses, destination addresses, and other useful
elements.
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3.11 Ensure Storage logging is enabled for Tallecgefor read, write,
and delete requests (Manual)

Profile Applicability:
1 Level 2

Description:

The Storage Table storage is a service that stores structure NoSQL data in the cloud,
providing a key/attribute store with a schema less design. Storage Lomgg happens server
side and allows details for both successful and failed requests to be recorded in the storage
account. These logs allow users to see the details of read, write, and delete operations
against the tables. Storage Logging log entries comahe following information about
individual requests: Timing information such as start time, endo-end latency, and server
latency, authentication details , concurrency information and the sizes of the request and
response messages.

Rationale:

Storage Aralytics logs contain detailed information about successful and failed requests to
a storage service. This information can be used to monitor individual requests and to
diagnose issues with a storage service. Requests are logged on a-edfsirt basis.

Impact:

Enabling storage account table service logging does have a cost implication.

Audit:

From Azure Console:

1 Go toStorage Accounts

Select the specific Storage Account.

§ Click theDiagnostics settings (classic) blade from Monitoring (classic)
section.

f Ensure theStatus is set toOn, if set toOff .

1 SelectTable properties

1 EnsureRead, Write , andDelete options are selected under the.ogging section

=

Using Azure Command Line Interface:
Ensure the below command's output contains properties delete, read and viei set to true.
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| az storage logging show -- services t -- account - name <storageAccountName>

Remediation:

From Azure Console:

1 Go toStorage Accounts

Select the specific Storage Account.

1 Click theDiagnostics settings (classic) blade from Monitoring (classic)
section.

1 Set thestatus to On, if set toOff .

SelectTable properties

1 Selectread, Write and Delete options under theLogging section to enable Storage
Logging for Table service.

=

=

Using Azure Command Line Interface:
Use the below command to enable the Stage Logging for Table service.

az storage logging update -- account - name <storageAccountName> -- account - key
<storageAccountKey> -- services t -- logrwd  -- retention 90

Default Value:

By default, storage account table service logging is disabled for read, vitan delete
operations

References:

1. https://docs.microsoft.com/en -us/rest/api/storageservices/about -storage-
analytics-logging

2. https://docs.microsoft.com/en -us/cli/azure/storage/logging?view=azure -cli-latest

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaing-threat-detection#lt -4-enable-logaing-for -azure-resources

Additional Information:

By the nature and intert of having tables, practically we cannot generalize detailed audit
log requirement for every table. This recommendation may be applicable to storage
account table service where the security is paramount.
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CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. (“)
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assin a forensic investigation.

6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source,
date, user, timestamp, source addresses, destination addresses, and other useful
elements.

O«
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4 Datalase Services

This section covers security recommendations to follow to set general database services
policies on an Azure Subscription. Subsections will address specific database types.

139|Page



4.1 SQL ServerAuditing

Auditing for Azure SQL Servers and SQL Datedes tracks database events and writes them
to an audit log Azure storage account, Log Analytics workspace or Event Hubs. Auditing
helps to maintain regulatory compliance, understand database activity, and gain insight
into discrepancies and anomalies thatould indicate business concerns or suspected
security violations. Auditing enables and facilitates adherence to compliance standards,
although it doesn't guarantee compliance.

Default SQL Server Auditing profile set on a SQL server in inherited to aletS8QL Databases
which are part of the SQL server.
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4.1.1 Ensure that 'Auditing' is set to 'On' (Automated)

Profile Applicability:
1 Level 1

Description:

Enable auditing on SQL Servers.

Rationale:

The Azure platform allows a SQL server to be created as a service. Enabling auditing at the
server level ensures that all existing and newly created databases on the SQL server
instance areaudited. Auditing policy applied on the SQL database does not override
auditing policy and settings applied on the particular SQL server where the database is
hosted.

Auditing tracks database events and writes them to an audit log in the Azure storage
acount. It also helps to maintain regulatory compliance, understand database activity, and
gain insight into discrepancies and anomalies that could indicate business concerns or
suspected security violations.

Audit:

From Azure Console

Go toSQL servers

For each server instance

Click onAuditing

Ensure thatAuditing is set toOn

el N =

Using Azure PowerShell
Get the list of all SQL Servers

Get - AzureRmSqlServer

For each Server

Get - AzureRmSqglServerAuditing - ResourceGroupName <resource group hame> -
ServerName <server na me>

Ensure thatAuditState IS set toEnabled .
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Remediation:

From Azure Console

Go toSsQL servers

For each server instance
Click onAuditing
SetAuditing to On

e N =

Using Azure PowerShell
Get the list of all SQL Servers

| Get- AzureRmSglServer

For each Server, endb auditing.

Set - AzureRmSq|lServerAuditingPolicy - ResourceGroupName <resource group hame> -
ServerName <server name> - AuditType <audit type> - StorageAccountName <storage
account name>

Default Value:

By default,Auditing is set toOff .
References:

1. https://docs.microsoft.com/en -us/azure/security -center/security -center-enable-
auditing-on-sal-servers

2. https://docs.microsoft.com/en -us/powershell/module/azurerm.sqgl/get -
azurermsqglserverauditing?view=azurermps5.2.0

3. https://docs.microsoft.com/en -us/powershell/module/azurerm.sql/set -
azurermsglserverauditingpolicy?view=azurermps5.2.0

4. https://docs.microsoft.com/en -us/azure/sql -database/sgltdatabaseauditing

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logging-for-azure-resources

Additional Information:

1 A server policy applies to all existing and newly created databases on therger.

1 If server blob auditing is enabled, it always applies to the database. The database
will be audited, regardless of the database auditing settings. Auditing type table is
already depricated leaving only type blob available.

1 Enabling blob auditing onthe database, in addition to enabling it on the server, does
not override or change any of the settings of the server blob auditing. Both audits
will exist side by side. In other words, the database is audited twice in parallel; once
by the server policy and once by the database policy.
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CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. (“)
Include event source, date, username, timestamp, w@e addresses, destination

addresses, and other useful elements that could assist in a forensic investigation.

6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source,
date, user, timestamp, soure addresses, destination addresses, and other useful
elements.

O«
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4.1.2 Ensure that 'Data encryption' is set to 'On' on a SQL Database
(Automated)

Profile Applicability:

1 Level 1

Description:

Enable Transparent Data Encryption on every SQL server.

Rationale:

Azure SQL Database transparent data encryption helps protect against the threat of
malicious activity by performing realtime encryption and decryption of the database,
associated backups, and transaction log files at rest without requiring chaag to the
application.

Audit:

From Azure Console

Go tosQL databases

For each DB instance

Click onTransparent data encryption

Ensure thatData encryption is set toOn

Hownh e

Using Azure Command Line Interface 2.0
Ensure the output of the below command i§nabled

az sql db tde show -- resource - group <resourceGroup> -- server <dbServerName> -
- database <dbName> -- query status
Remediation:

From Azure Console

Go tosQL databases

For each DB instance

Click onTransparent data encryption
SetData encryption to On

el N .

Using Azure Command Line Interface 2.0
Use the below command to enabl&ransparent data encryption for SQL DB instance.
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az sql db tde set -- resource - group <resourceGroup> -- server <dbServerName> --
database <dbName> -- status Enabled

Note:

1 TDE cannot be used to engpt the logical master database in SQL Database. The
master database contains objects that are needed to perform the TDE operations on
the user databases.

1 Azure Portal does not show master databases per SQL server. However, CLI/API
responses will show maseér databases.

Default Value:
By default,Data encryption is set toon.
References:

1. https://docs.microsoft.com/e n-us/sql/relational -
databases/security/encryption/transparent -data-encryption-with -azure-sgl-
database

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-data-protection#dp -5-encrypt-sensitive-data-at-rest

Additional Information:

1 Transparent Data Encryption (TDE) can be enabled or disabled on individuafL
Database level and nd on the SQL Server level.

1 TDE cannot be used to encrypt the logical master database in SQL Database. The
master database contains objects that are needed to perform the TDE operations on
the user databases.

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

3.11 Encrypt Sensitive Data at Rest

Encrypt sensitive data at rest on servers, applications, and databases containing

v8 sensitive data. Storagdayer encryption, also known as servesside encryption, meets 6
the minimum requirement of this Safeguard. Additional encryption methods may
include application-layer encryption, also known as clientside encryption, where
access to the data storage device(s) does not permit access to the pltent data.

v7 14.8 Encrypt Sensitive Information at Rest 0

Encrypt all sensitive information at rest usirg a tool that requires a secondary
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Controls

i Control IG1(I1G 2|IG 3
Version

authentication mechanism not integrated into the operating system, in order to access
the information.
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4.1.3 Ensure that 'Auditing' Retention is 'greater than 90 days'
(Automated)

Profile Applicability:

1 Level 1

Description:

SQL Server Audit Retention should be configured to be greater than 90 days.
Rationale:

Audit Logs can be used to check for anomalies and give insight into suspected breaches or
misuse of information and access.

Audit:

From Azure Console

Go tosQL servers

For each server instance

Click onAuditing

SelectStorage Details

EnsureRetention (days) setting greater than 90 days

aprwNE

Using Azure PowerShell
Get the list of all SQL Servers

Get - AzureRmSqlServer

For each Server

Get - AzureRmSqglServerAuditing - ResourceGroupName <resource group hame> -
ServerName <server name>

Ensure thatRetentioninDays IS Set tomore than or equal to 90

Remediation:

From Azure Console

1. Go tosQL servers
2. For each server instance
3. Click onAuditing
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4. SelectsStorage Details

5. SetRetention ( days) setting greater than 90 days
6. Selectok

7. Selectsave

Using Azure PowerShell
For each Server, set retention policy for more than or equal to 90 days

set - AzureRmSqlServerAuditing - ResourceGroupName <resource group hame> -
ServerName <server hame> - Retenti onInDays <Number of Days to retain the audit
logs, should be 90days minimum>

Default Value:

By default, SQL Server audit storage dsabled
References:

1. https://docs. microsoft.com/en-us/azure/sql -database/sqldatabaseauditing

2. https://docs.microsoft.com/en -us/powershell/module/azurerm.sqgl/get -
azurermsglserverauditing?view=azurermps5.2.0

3. https://docs.microsoft.com/en -us/powershell/module/azurerm.sgl/set -
azurermsglserverauditing?view=azurermps-5.2.0

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/s ecurity-controls-
v2-logging-threat-detection#lt -6-configure-log-storage-retention

CIS Controls:

Controls

i Control IG1|I1G2|IG 3
Version

8.3 Ensure Adequate Audit Log Storage

v8 Ensure that logging destinations maintain adequate storage to comply with ¢h 0]
AT OAOPOEOABO AOAEO 117 ¢ 1 AT ACAI AT O bd
6.4 Ensure adequate storage for logs 5
V7 Ensure that all systems that store logs have adequate storage space for the | o

generated.
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4.2 SQL ServerAzure Defender for SQL

Azure Defender for SQL mvides a layer of security, which enables customers to detect and
respond to potential threats as they occur by providing security alerts on anomalous
activities. Users will receive an alert upon suspicious database activities, potential
vulnerabilities, and SQL injection attacks, as well as anomalous database access patterns.
SQL Server Threat Detection alerts provide details of suspicious activity and recommend
action on how to investigate and mitigate the threat.

Azure Defender for SQL may incur additical cost per SQL server.
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4.2.1 Ensure that Advanced Threat Protection (ATP) on a SQL server is
set to 'Enabled’ (Automated)

Profile Applicability:

1 Level 2

Description:

Enable "Azure Defender for SQL" on critical SQL Servers.

Rationale:

Azure Defender br SQL is a unified package for advanced SQL security capabilities. Azure
Defender is available for Azure SQL Database, Azure SQL Managed Instance, and Azure
Synapse Analytics. It includes functionality for discovering and classifying sensitive data,
surfacing and mitigating potential database vulnerabilities, and detecting anomalous
activities that could indicate a threat to your database. It provides a single go location for
enabling and managing these capabilities.

Impact:
Azure Defender for SQL is paid feature and will incur additional cost for each SQL server.
Audit:

From Azure Console

1. Go tosQL servers

2. For each server instance

3. Click onAzure Defender for SQL

4. Ensure thatAzure Defender for SQL is set toOn

Using Azure PowerShell
Get the list of allSQL Servers

Get - AzSqlServer

For each Server

Get - AzSqlServerThreatDetectionPolicy - ResourceGroupName <resource group hame>
- ServerName <server name>

Ensure thatThreatDetectionState is set toEnabled .
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Remediation:

From Azure Console

Go toSsQL servers

For each server instance

Click onAzure Defender for SQL
SetAzure Defender for SQL to On

e N =

Using Azure PowerShell
EnableAdvanced Data Security for a SQL Server:

Set - AzSqlServerThreatDetectionPolicy - ResourceGroupName <resource group hame>
- ServerName <server na me> - EmailAdmins $True

Note:

T Enabling 'Azure Defender for SQL' from the Azure portal enabl@areat Detection
1 Using Powershell commandset - AzSqlServerThreatDetectionPolicy enables
Azure Defender for SQL for a SQL server

Default Value:

By default,Azure Def ender for SQL IS set toOff .

References:

1. https://docs.microsoft.com/en -us/azure/azure -sgl/database/azure-defender-for-
sql

2. https://docs.microsoft.com/cs -cz/powershell/module/azurerm.sql/get -
azurermsglserverthreatdetectionpolicy?view=azurermps5.2.0

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-data-protection#dp -3-monitor -for-unauthorized-transfer-of-sensitive-data

Additional Information:

1 The feature 'Azure Defender for SQL' can be enabled only on SQL server and the
same settings will be inherently applied to the SQL databases hosted on the SQL
server.
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CIS Controls:

Controls
Version

Control

IG 1|1G 2|IG 3

v8

7.5 Perform Automated Vulnerability Scans of Internal
Enterprise Assets

Perform automated vulnerability scans of internal enterprise assets on a quarterly
or more frequent, basis. Conduct both authenticated andhauthenticated scans, using
a SCARcompliant vulnerability scanning tool.

O«

v8

7.6 Perform Automated Vulnerability Scans of Externally

Exposed Enterprise Assets

Perform automated vulnerability scans of externallyexposed enterprise assets
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.

v7

3.1 Run Automated Vulnerability Scanning Tools

Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
scan all systems on tha@etwork on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systems.

O«
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4.2.2 Ensure that Vulnerability Assessment (VA) is enabled on a SQL
server by setting a Storage Account (Automated)

Profile Applicab ility:

1 Level 2

Description:

Enable Vulnerability Assessment (VA) service scans for critical SQL servers and
corresponding SQL databases.

Rationale:

Enabling Azure Defender for SQL server does not enables Vulnerability Assessment
capability for individual SQL databases unless storage account is set to store the scanning
data and reports.

The Vulnerability Assessment service scans databases for known security vulnerabilities
and highlight deviations from best practices, such as misconfigurations, excessive
permissions, and unprotected sensitive data. Results of the scan include actionable steps to
resolve each issue and provide customized remediation scripts where applicable.
Additionally an assessment report can be customized by setting an acceptable baselfor
permission configurations, feature configurations, and database settings.

Impact:

Enabling theAzure Defender for SQL features will incur additional costs for each SQL
server.

Audit:

From Azure Console

1. Go tosQL servers

2. Select a server instance

3. Click onSecurity Center

4. Ensure thatAzure Defender for SQL is set toEnabled

5. SelectConfigure next to Enabled at subscription - level

6. In SectionVulnerability Assessment Settings , EnsureStorage Accounts IS does

not read Configure required settings
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Using Azure PowerShell
Get the list of all SQL Servers

Get- AZSqlServer

For each Server

Get - AzSqlServerVulnerabilityAssessmentSetting - ResourceGroupName <resource
group name> - ServerName <server name>

Ensure that value for parameterStorageAccountName is notempty (blank).
Sample Output:

ResourceGroupName : ResourceGroup01

ServerName : ServerO1
StorageAccountName : mystorage
ScanResultsContainerName : vulnerability - assessment
RecurringScansinterval : None

EmailSubscriptionAdmins : False
NotificationEmail {}

Remediation:

From Azure Console

1. Go tosQL servers
2. Select a server instance
3. Click onSecurity Center
4,
1. SelectConfigure next to Enabled at subscription - level
5. In SectionVulnerability Assessment Settings , Clickstorage Account
6. ChooseStorage Account (Existing ocreate New ). ClickOk
7. Clicksave

Using Azure PowerShell
If not already, Enableazure Defender for a SQL

Set - AZSqlServerThreatDetectionPolicy - ResourceGroupName <resource group name>
- ServerName <server nhame> - EmailAdmins $Tru e

To enable ADSVA service by setting Storage Account
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Update - AzSqlServerVulnerabilityAssessmentSetting

- ResourceGroupName "<resource group hame>""

- ServerName "<Server Name>""

- StorageAccountName "<Storage Name from sa me subscription and
same Location" "

- ScanResultsContainerName "vulnerability - assessment" °

- RecurringScansinterval Weekly

- EmailSubscriptionAdmins $true °

- NotificationEmail @("maill@mail.com" , "mail2@mai l.com®)

Default Value:

By default Azure Defender for SQL is not enabled for a SQL server. Enabling Azure Defender
for SQL does not enable VA scanning by setting Storage Account automatically.

References:

1. https://docs.microsoft.com/en -us/azure/sal -database/sqtvulnerability -
assessment

2. https://docs.microsoft.com/en -
us/rest/api/sqgl/servervulnerabilityassessments/listbyserver

3. https://docs.microsoft.com/en -in/powershell/module/A z.Sgl/Update
AzSalServerVulnerabilityAssessmentSetting?view=azg2.6.0

4. https://docs.microsoft.com/en -in/powershell/modul e/Az.Sql/Get
AzSalServerVulnerabilityAssessmentSetting?view=azg2.6.0

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-posture-vulnerability -management#pw6-perform-software-vulnerability -

assessments
CIS Controls:
Controls
. Control IG 1]1G 2|IG 3
Version
7.5 Perform Automated Vulnerability Scas of Internal
Enterprise Assets .
v8 Perform automated vulnerability scans of internal enterprise assets on a quarterly 0
or more frequent, basis. Conduct both authenticated and unauthenticated scans, usi
a SCARcompliant vulnerability scanning tool.
7.6 Perform Automated Vulnerability Scans of Externally
Exposed Enterprise Assets .
v8 Perform automated vulnerability scans of externallyexposed enterprise assets 0
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.
v7 3.1 Run Automated Vulnerability Scanning Tools 0
Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
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Controls

: Control IG1(I1G 2|IG 3
Version

scan all systems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systems.
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4.2.3 Ensure that VA setting Periodic Recurring Scans is enabled on a
SQL server (Automated)

Profile Applicability:
1 Level 2

Description:

Enable Vulnerability Assessment (VA) Periodic recurring scans for critit®QL servers and
corresponding SQL databases.

Rationale:

VA setting 'Periodic recurring scans' schedules periodic (weekly) vulnerability scanning for
the SQL server and corresponding Databases. Periodic and regular vulnerability scanning
provides risk visibility based on updated known vulnerability signatures and best
practices.

Impact:

Enabling theAzure Defender for SQL feature will incur additional costs for each SQL
server.

Audit:

From Azure Console

Go toSsQL servers

Select a server instance

Click onSecurity Center

Ensure thatAzure Defender for SQL is set toEnabled

In SectionVulnerability Assessment Settings , EnsureStorage Accounts is
configured.

In SectionVulnerability Assessment Settings , EnsurePeriodic recurring
scans IS set to On.

aprwdE

o

Using Azure PowerShell
Get the list of all SQL Servers

Get - AZSqlServer

For each Server
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Get - AzSqlServerVulnerabilityAssessmentSetting - ResourceGroupName <resource
group name> - ServerName <server name>

Ensure that value for parametelRecurringScansinterval is not set O None.
Sample Output:

ResourceGroupName : ResourceGroup01

ServerName : Server01
StorageAccountName . mystorage
ScanResultsContainerName : vulnerability - assessment
RecurringScansinterval : weekly
EmailSubscriptionAdmins : False
NotificationEmail {3

Remediation:

From Azure Console

Go toSQL servers

For each server instance

Click onSecurity Center

In SectionVulnerability Assessment Settings , SetStorage Account if not
already

Toggle 'Periodic recurring scans' to ON.

Click save

Hwpn P

oo

Using Azure PowerShell
If not already, Enableadvanced Data Security for a SQL Server:

Set - AZSqlServerThreatDetectionPolicy - ResourceGroupName <resource group hame>
- ServerName <server name> - EmailAdmins $True

To enable ADS/A service with 'Periodic ecurring scans'

Update - AzSqlServerVulnerabilityAssessmentSetting

- ResourceGroupName "<resource group nhame>""

- ServerName "<Server Name>""

- StorageAccountName "<Storage Name from same subscription and
same Location" "

- ScanResultsContainerName "vulnerability - assessment

- RecurringScansinterval Weekly *

- EmailSubscriptionAdmins $true °

- NotificationEmail @("maill@mail.com" , "mail2@mail.com")
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Default Value:

EnablingAzure Defender for SQL

not configure the Storage account.

References:

enables 'Periodic recurring scans' by default but does

1. https://docs.microsoft.com/en -us/azure/sq |-database/sgkvulnerability -

assessment
2. https://docs.microsoft.com/en -

us/rest/api/sgl/servervulnerabilityassessments/listbyserver

3. https://docs.microsoft.com/en -in/powershell/module/Az.Sal/Update -

AzSqglServerVulnerabilityAssessmentSetting?view=azpa.6.0

4. https://docs.microsoft.com/en -in/powershell/module/Az.Sql/Get -

AzSqlServerVulnerabilityAssessmentSetting?view=azg2.6.0

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-posture-vulnerability -management#pw6-perform -software-vulnerability -

assessments

CIS Controls:

Controls
Version

Control

IG 1|IG 2|IG 3

v8

7.5 Perform Automated Vulnerability Scans of Internal
Enterprise Assets

Perform automated vulnerability scans of internal eterprise assets on a quarterly
or more frequent, basis. Conduct both authenticated and unauthenticated scans, usi
a SCARcompliant vulnerability scanning tool.

v8

7.6 Perform Automated Vulnerability Scans of Externally

Exposed Enterprise Assets

Perform automated vulnerability scans of externallyexposed enterprise assets
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.

v7

3.1 Run Automated Vulnerability Scanning Tools

Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
scan all systems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systems.

O«
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4.2.4 Ensure that VA setting Send scaroregto is configured for a SQL
server (Automated)

Profile Applicability:
1 Level 2

Description:

Configure 'Send scan reports to' with email ids of concerned data owners/stakeholders for
a critical SQL servers.

Rationale:

Vulnerability Assessment (VA) sca reports and alerts will be sent to email ids configured
at 'Send scan reports to'. This may help in reducing time required for identifying risks and
taking corrective measures.

Impact:

Enabling theAzure Defender for SQL features will incur additional costs for each SQL
server.

Audit:

From Azure Console

Go toSQL servers

Select a server instance

Click onsSecurity Center

Ensure thatAzure Defender for SQL is set toEnabled

SelectConfigure next to Enabled at subscription - level

In SectionVulnerability Asse ssment Settings , EnsureStorage Accounts is
Configured.

In SectionVulnerability Assessment Settings , EnsureSend scan reports to is
not empty.

ourwNE

~

Using Azure PowerShell
Get the list of all SQL Servers

| Get- AZSqlServer

For each Server
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Get - AzSqlServerVulnerabil ityAssessmentSetting - ResourceGroupName <resource
group name> - ServerName <server name>

Ensure that value for parametemotificationEmail is not blank/empty {}.
Sample Output:

ResourceGroupName : ResourceGroup01

ServerName : Server01

StorageA ccountName . mystorage
ScanResultsContainerName : vulnerability - assessment
RecurringScansinterval : weekly
EmailSubscriptionAdmins : False
NotificationEmail {3

Remediation:

From Azure Console

Go toSQL servers

Select a server instance

Click onSecurity Center

Ensure thatAzure Defender for SQL is set toEnabled

SelectConfigure  next to Enabled at subscription - level

In SectionVulnerability Assessment Settings , configuresStorage Accounts  if
not already

Configure email ids for concerned dta owners/stakeholders at 'Send scan reports
to'

8. Clicksave

ousrwNE

~

Using Azure PowerShell
If not already, Enableadvanced Data Security for a SQL Server:

Set - AZSqlServerThreatDetectionPolicy - ResourceGroupName <resource group name>
- ServerName <server name> - EmdlAdmins $True

To enable ADSVA service and Set 'Send scan reports to'

Update - AzSqlServerVulnerabilityAssessmentSetting
- ResourceGroupName "<resource group hame>""
- ServerName "<Server Name>""
- StorageAccountName "<Sto rage Name from same subscription and
same Location" "
- ScanResultsContainerName "vulnerability - assessment
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- RecurringScansinterval Weekly °
- EmailSubscriptionAdmins $true °
- NotificationEmail @("maill@mail. com

, "mail2@mail.com")

Default Value:

By default, 'Send reports to' is blank.
References:

1. https://docs.microsoft.com/en -us/azure/sql -database/sgkvulnerabilit y-
assessment

2. https://docs.microsoft.com/en -
us/rest/api/sqal/servervulnerabilityassessments/listbyserver

3. https://docs.microsoft.com/en -in/powershell/module/Az.Sqgl/Update -
AzSqlServerVulnerabilityAssessmentSetting?view=azpa.6.0

4. https://docs.microsoft.com/en -in/powershell/module/Az.Sal/Get -
AzSqlServerVulnerabilityAssessmentSetting?view=azpa.6.0

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-posture-vulnerability -management#pw6-perform-software-vulnerability -
assessments

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

7.5 Perform Automated Vulnerability Scans of Internal

Enterprise Assets -

Perform automated vulnerability scans of internal enterprise assets on a quagtly,
or more frequent, basis. Conduct both authenticated and unauthenticated scans, usi
a SCARcompliant vulnerability scanning tool.

v8

7.6 Perform Automated Vulnerability Scans of Externally

Exposed Enterprise Assets .

Perform automated vulnerablity scans of externallyexposed enterprise assets
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.

v8

3.1 Run Automated Vulnerability Scanning Tools

v7 Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
scan all systems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systems.

O«
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4.2.5 Ensure that VA setting 'Also send email notifications to admins
and subscription owners' is set for a SQL server (Automated)

Profile Applicability:

1 Level 2

Description:

Enable Vulnerability Assessment (VA) setting 'Also send email notifications to admins and
subscription owners'.

Rationale:

VA scan reports and alds will be sent to admins and subscription owners by enabling
setting 'Also send email notifications to admins and subscription owners'. This may help in
reducing time required for identifying risks and taking corrective measures.

Impact:

Enabling theAzur e Defender for SQL features will incur additional costs for each SQL
server.

Audit:

From Azure Console

1. Go tosQL servers

2. Select a server instance

3. Click onsSecurity Center

4. Ensure thatAzure Defender for SQL is set toEnabled

5. SelectConfigure next to Enabled at subscription - level

6. In SectionVulnerability Assessment Settings , EnsureStorage Accounts is
configured.

7. In SectionVulnerability Assessment Settings , EnsureAlso send email
notifications to admins and subscription owners is checked/enabled.

Using Azure PowerShell
Get the list of all SQL Servers

| Get- AZSqlServer

For each Server
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Get - AzSqlServerVulnerabilityAssessmentSetting - ResourceGroupName <resource
group name> - ServerName <server name>

Ensure that value for parameteEmailSubscriptionAdmin is set to true.
Sample Output:

ResourceGroupName : ResourceGroup01

ServerName : Server01
StorageAccountName . mystorage
ScanResultsContainerName : vulnerability - assessment
RecurringScansinterval : weekly
EmailSubscriptionAdmins : False
NoatificationEmail {3

Remediation:

From Azure Console

1. Go tosQL servers
2. Select a server instance
3. Click onSecurity Center
4,
1. SelectConfigure next to Enabled at subscription - level
5. In SectionVulnerability Assessment Settings , configurestorage Accounts  if
not already

. Check/enable 'Also send email notifications to admins and subscription owners'
7. Clicksave

Using Azure PowerShell
If not already, Enableadvanced Data Security for a SQL Server:

Set - AZSqlServerThreatDetectionPolicy - ResourceGroupName <resource g roup name>
- ServerName <server name> - EmailAdmins $True

To enable ADSVA service and Set 'Also send email notifications to admins and subscription
owners'

Update - AzSqlServerVulnerabilityAssessmentSetting
- ResourceGroupName "<resource group na me>""
- ServerName "<Server Name>""
- StorageAccountName "<Storage Name from same subscription and
same Location" "
- ScanResultsContainerName "vulnerability - assessment
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- RecurringScansinterval Weekly °
- EmailSubscriptionAdmins $true °
- NotificationEmail @("maill@mail.com" , "mail2@mail.com")

Default Value:

By default, 'Also send email notifications to admins and subscription owners' is enabled.
References:

1. https://docs.microsoft.com/en -us/azure/sql -database/sgkvulnerability -
assessment

2. https://docs.microsoft.com/en -
us/rest/api/sqal/servervulnerabilityassessments/listbyserver

3. https://docs.microsoft.com/en -in/powershell/module/Az.Sqgl/Update -
AzSqlServerVulnerabilityAssessmentSetting?view=azpa.6.0

4. https://docs.microsoft.com/ en-in/powershell/module/Az.Sal/Get -
AzSqlServerVulnerabilityAssessmentSetting?view=azpa.6.0

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-posture-vulnerability -management#pw6-perform-software-vulnerability -
assessments

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

7.5 Perform Automated Vulnerability Scans of Internal

Enterprise Assets -

Perform automated vulnerability scans of internal enterprise assets on a quarterly
or more frequent, basis. Conduct both authenticated and unauthenticated scans, usi
a SCARcompliant vulnerability scanning tool.

v8

7.6 Perform Automated Vulnerablity Scans of Externally

Exposed Enterprise Assets .

Perform automated vulnerability scans of externallyexposed enterprise assets
using a SCARompliant vulnerability scanning tool. Perform scans on a monthly, or
more frequent, basis.

v8

3.1 Run Aubmated Vulnerability Scanning Tools

v7 Utilize an up-to-date SCARcompliant vulnerability scanning tool to automatically
scan all systems on the network on a weekly or more frequent basis to identify all
potential vulnerabilities on the organization's systens.

O«

165|Page


https://docs.microsoft.com/en-us/azure/sql-database/sql-vulnerability-assessment
https://docs.microsoft.com/en-us/azure/sql-database/sql-vulnerability-assessment
https://docs.microsoft.com/en-us/rest/api/sql/servervulnerabilityassessments/listbyserver
https://docs.microsoft.com/en-us/rest/api/sql/servervulnerabilityassessments/listbyserver
https://docs.microsoft.com/en-in/powershell/module/Az.Sql/Update-AzSqlServerVulnerabilityAssessmentSetting?view=azps-2.6.0
https://docs.microsoft.com/en-in/powershell/module/Az.Sql/Update-AzSqlServerVulnerabilityAssessmentSetting?view=azps-2.6.0
https://docs.microsoft.com/en-in/powershell/module/Az.Sql/Get-AzSqlServerVulnerabilityAssessmentSetting?view=azps-2.6.0
https://docs.microsoft.com/en-in/powershell/module/Az.Sql/Get-AzSqlServerVulnerabilityAssessmentSetting?view=azps-2.6.0
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-posture-vulnerability-management#pv-6-perform-software-vulnerability-assessments
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-posture-vulnerability-management#pv-6-perform-software-vulnerability-assessments
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-posture-vulnerability-management#pv-6-perform-software-vulnerability-assessments

4.3 PostgreSQL Database Server

This section groups security best practices/recommendations for Azure PostgreSQL
Database Servers.
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4.3.1 Ensure 'Enforce SSL connection' is set to 'ENABLED' for PostgreSQL
Database Server (Automated)

Profile Applica bility:
1 Level 1

Description:

EnablessL connection  on PostgreSQL  Servers.

Rationale:

SSL connectivity helps to provide a new layer of security, by connecting database server
to client applications using Secure Sockets Layer (SSL). Enforcing SSL conarstbetween
database server and client applications helps protect against "man in the middle" attacks
by encrypting the data stream between the server and application.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
Go toAzure Database for PostgreSQL server

For each database, click o@onnection security

In SSL settings

EnsureEnforce SSL connection IS set toENABLED

aprONE

Using Azure Command Line Interface 2.0
Ensure the output of the below command returns ENABLED.

az postgre s server show -- resource - group myresourcegroup -- name
<resourceGroupName> -- query ssIEnforcement
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
Go to Azure Database faprostgreSQL server

For each database, click o@onnection security

In SSL settings.

Click onENABLEDtO Enforce SSL connection

aprONE
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Using Azure Command Line Interface 2.0

Use the below command t@nforce ssl connection for PostgresQL Database.

az postgres server update -- resource - group <resourceGroupName> -- name
<serverName> -- ss| - enforcement Enabled
References:

1. https://docs.microsoft.com/en -us/azure/postgresgl/concepts -ssl-connection-

security
2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -4-encrypt-sensitive-information -in-transit

CIS Controls:

Controls
Version

Control IG1|IG 2|IG 3

3.10 Encrypt Sensitive Data in Transit

v8 Encrypt sensitive data in transit. Example implementations can include: é
Transport Layer Security (TLS) and Open Secure Sh@lpenSSH).
14.4 Encrypt All Sensitive Information in Transit &

v7

Encrypt all sensitive information in transit.
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4.3.2 Ensure 'Enforce SSL connection' is set to 'ENABLED' for MySQL
Database Server (Automated)

Profile Applicability:
1 Level 1

Description:

EnableSsSL connection  on MYSQLServers.

Rationale:

SSL connectivity helps to provide a new layer of security, by connecting database server to
client applications using Secure Sockets Layer (SSL). Enforcing SSL connections between
database serve and client applications helps protect against "man in the middle" attacks

by encrypting the data stream between the server and application.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure- list text here.com
GO toAzure Databas e for MySQL server

For each database, click o@onnection security

In SSL settings

EnsureEnforce SSL connection is set toENABLED

aprwNE

Using Azure Command Line Interface 2.0
Ensure the output of the below command returns ENABLED.

az mysgl server show -- res ource - group myresourcegroup -- hame
<resourceGroupName> -- query ssIEnforcement
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for MySQL server

For each database, click o@onnection security

In SSL settings

Click onENABLEDfOr Enforce SSL connection

aprwnNE
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Using Azure Command Line Interface 2.0
Use the below command to set MYSQL Databases to Enforce SSL connection.

az mysql server update -- resource - group <resourceGroupName>

<serverName>

-- ss| - enforcement Enabled

-- name

References:

1. https://docs.microsoft.com/en -us/azure/mysal/concepts -sskconnection-security

2. https://docs.microsoft.com/en -us/azure/mysgl/howto -configure-ssi

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-data-protection#dp -4-encrypt-sensitive-information -in-transit

CIS Controls:
Controls
: Control IG 1|IG 2|IG 3
Version
3.10 Encrypt Sensitive Data in Transit .
v8 Encrypt sensitive data in transit. Example implementations can include: 0o
Transport Layer Security (TLS) and Open Secure Shell (OpenSSH).
V7 14.4 Encrypt All Sensitive Information in Transit 5
Encrypt all sensitive information in transit.
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4.3.3Ensure server parameter 'log_checkpoints' is set to 'ON' for
PostgreSQL Database Server (Automated)

Profile Applicability:

1 Level 1

Description:

Enablelog_checkpoints on PostgreSQL Servers

Rationale:

Enablinglog_checkpoints  helps the PostgreSQL Datalsa toLog each checkpoint in turn
generates query and error logs. However, access to transaction logs is not supported. Query
and error logs can be used to identify, troubleshoot, and repair configuration errors and
sub-optimal performance.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
Go toAzure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forlog_checkpoints

Ensure that value is set t@N

aprONE

Using Azure Command Line Interface 2.0
Ensue value is set toON

az postgres server configuration show -- resource - group
<resourceGroupName> -- server -name <serverName> -- name log_checkpoints
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Databas e for PostgreSQL server

For each database, click ogerver parameters

Search forlog_checkpoints

Click oNand save.

aprwnNE
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Using Azure Command Line Interface 2.0
Use the below command to updatég_checkpoints configuration.

az postgres server configuration set -- resource - group <resourceGroupName>
-- server - name <serverName> -- name log_checkpoints -- value on
References:

1. https://docs.microsoft.com/en -us/rest/api/post gresgl/configurations/listbyserver

2. https://docs.microsoft.com/en -us/azure/postgresgl/howto -configure-server-
parameters-using-portal

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaing-threat-detection#lt -4-enable-logaing-for-azure-resources

CIS Controls:

Controls

. Control IG1(I1G 2|IG 3
Version

8.2 Collect Audit Logs

v8 #111 AAO AGAEO 11 ¢cO8 %l OO0OA OEAO 11 ( 0]
management process, has been enabled across enterprise assets.
6.2 Activate audit logging .
V7 Ensure that local logging has been enabled on all systems and networking 0]

devices.
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4.3.4 Ensure server parameter 'log_connections' is set to 'ON' for
PostgreSQL Database Server (Automated)

Profile Applicability:

1 Level 1

Description:

Enablelog_connections 0N PostgreSQL Servers

Rationale:

Enablinglog_connections  helps Postgré&SQL Database to log attempted connection to the
server, as well as successful completion of client authentication. Log data can be used to
identify, troubleshoot, and repair configuration errors and suboptimal performance.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each database, click o8erver parameters

Search forlog_connections

Ensure that value is set t@N

aprwNE

Using Azure Command Line Interface 2.0
Ensurelog_connections  value is set toON

az postgres server configuration show -- resource - group
<resourceGroupName> -- server - name <serverName> -- name log_connections
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forlog_connections

ClickoNand save.

aprONE
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Using Azure Command Line Interface 2.0
Use the below command to updatég_connections  configuration.

az postgres server configuration set -- resource - group <resourceGroupName>
-- server -name <serverName> -- name log_connections -- value on

Default Value:

By defaultlog_connections is disabled (set tooff ).
References:

1. https://docs.microsoft.com/en -us/rest/api/postgresql/configurations/listbyserver

2. https://docs.microsoft.com/en -us/azure/post gresqgl/howto -configure-server-
parameters-using-portal

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaing-threat-detection#lt -4-enable-logaing-for -azure-resources

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.2 Collect Audit Logs

v8 #7111 AAO AOAEO 11 cO8 %l OOOA OEAO 11 (¢ 0
management process, has been enabled across enterprise assets.
6.2 Activate audit logging .
V7 Ensure that local logging has been enabled on all systems and networking 0]

devices.
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4.3.5 Ensure server parameter 'log_disconnections' is set to 'ON' for
PostgreSQL Database Server (Automated)

Profile Applicability:

1 Level 1

Description:

Enablelog_disconnections 0N PostgreSQL Servers

Rationale:

Enablinglog_disconnections helps PostgreSQL Database t@gs end of a session ,
including duration, which in turn generates query and error logs. Query and error logs can
be used to identify, troubleshoot, and repair configuration errors and swoptimal
performance.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
Go toAzure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forlog_disconnections

Ensure that value is set t@N

aprONE

Using Azure Command Line Interface 2.0
Ensurelog_connections  value is set toON

az postgres server configuration show -- resource - group
<resourceGroupName> -- server -name <serverName> -- name log_disconnections
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO D Azure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forlog_disconnections

Click oNand save.

aprwnNE
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Using Azure Command Line Interface 2.0
Use the below command to updateg_disconnections configuration.

az postgres server configuration set -- resource - group <resourceGroupName>
-- server - name <serverName> -- name log_disconnections -- value on
References:

1. https://docs.microsoft .com/en-us/rest/api/postgresql/configurations/listbyserver

2. https://docs.microsoft.com/en -us/azure/postgresgl/howto -configure-server-
parameters-using-portal

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaing-threat-detection#lt-4-enable-logaing-for-azure-resources

CIS Controls:

Contrals Control IG 1/1G 2|IG 3
Version

8.2 Collect Audit Logs

v8 #111 AAO AGAEO 11 ¢cO8 %l OO0OA OEAO 11 ( 0]
management process, has been enabled across enterprise assets.
6.2 Activate audit logging .
V7 Ensure that local logging has been enabled on all systems and networking 0]

devices.
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4.3.6 Ensure server parameter ‘connection_throttling' is set to 'ON' for
PostgreSQL Database Server (Automated)

Profile Applicability:

1 Level 1

Description:

Enableconnection_throttling 0N PostgreSQL Servers

Rationale:

Enabling connection_thrott ling helps the PostgreSQL Database $et the verbosity

of logged messages ~ Which in turn generates query and error logs with respect to
concurrent connections, that could lead to a successful Denial of Service (DoS) attack by
exhausting connection resourcs. A system can also fail or be degraded by an overload of
legitimate users. Query and error logs can be used to identify, troubleshoot, and repair
configuration errors and sub-optimal performance.

Audit:

From Azure Console

Login to Azure Portal using htts://portal.azure.com
Go toAzure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forconnection_throttling

Ensure that value is set t@N

aprLONE

Using Azure Command Line Interface 2.0

Ensure connection_throttling value is setto ON

az postgres server configuration show -- resource - group
<resourceGroupName> -- server - name <serverName> -- name connection_throttling
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for Post greSQL server

For each database, click ogerver parameters

Search forconnection_throttling

el N =
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5. ClickoNand save.

Using Azure Command Line Interface 2.0

Use the below command to updateonnection_throttling configuration.

az postgres server configuratio nset -- resource - group <resourceGroupName>
-- server -name <serverName> -- name connection_throttling -- value on
References:

1. https://docs.microsoft.com/en -us/rest/ api/postgresql/configurations/listbyserver

2. https://docs.microsoft.com/en -us/azure/postgresal/howto -configure-server-
parameters-using-portal

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logaing-for-azure-resources

CIS Controls:

Contrals Control IG 1/1G 2|IG 3
Version

8.2 Collect Audit Logs

v8 #1711 AAO AOGAEO 11 ¢c0O8 %l OOOA OEAO 11 ( 0
management process, has been enabled across emgse assets.
6.2 Activate audit logging .
V7 Ensure that local logging has been enabled on all systems and networking 0]
devices.
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4.3.7 Ensure server parameter 'log_retention_days' is greater than 3
days for PostgreSQL Database Server (Autoate

Profile Applicability:

1 Level 1

Description:

Enablelog_retention_days 0N PostgreSQL Servers

Rationale:

Enablinglog_retention_days helps PostgreSQL Database 8&ts number of days a log

file is retained which in turn generates query and error logsQuery and error logs can
be used to identify, troubleshoot, and repair configuration errors and suoptimal
performance.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each datdase, click orserver parameters

Search forlog_retention_days

Ensure thatvalue greater than 3

aprwNE

Using Azure Command Line Interface 2.0
Ensurelog_retention_days value is greater than 3.

az postgres server configuration show -- resource - group
<resource GroupName> -- server -name <serverName> -- name log_retention_days
Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each database, click ogerver parameters

Search forlog_ret ention_days

Enter value in range 47 (inclusive) and save.

abrwbdE
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Using Azure Command Line Interface 2.0
Use the below command to updatég_retention_days configuration.

az postgres server configuration set -- resource - group
<resourceGroupName> -- server - name <serverName> -- name log_retention_days --
value <4 -7>

References:

1. https://docs.microsoft.com/en -us/azure/postaresqgl/howto -configure-server-
parameters-using-portal

2. https://docs.microsoft.com/en -us/rest/api/postgresql/configurations/listbyserver

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -6-configure-log-storage-retention

CIS Contols:
Controls
. Control IG 1]1G 2|IG 3
Version
8.3 Ensure Adequate Audit Log Storage .
v8 Ensure that logging destinations maintain adequate storage to comply with th 0)
AT OAOPOEOABO AOAEO 117 ¢ 1 AT ACAI AT O bpd
6.4 Ensure adequate storage for logs .
V7 Ensure that all systems that store logs have adequate storage space for the | 0)
generaed.
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4.3.8 Ensure 'Allow access to Azure services' for PostgreSQL Database
Server is disabled (Manual)

Profile Applicability:
1 Level 1

Description:

Disable access from Azure services to PostgreSQL Database Server

Rationale:

If access from Azure sevices is enabled, the server's firewall will accept connections from
all Azure resources, including resources not in your subscription. This is usually not a
desired configuration. Instead, setup firewall rules to allow access from specific network
rangesor VNET rules to allow access from specific virtual networks.

Audit:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each database, click o@onnection security

In Firewall rules

Ensure Allow access to Azure services is set rF.

aprpONE

Using Azure Command Line Interface 2.0
Ensure the output of the below command does not include a rule with the name
AllowAllAzurelps or "startipAddress™: "0.0.0.0" & "endlpAddress": "0.0.0.0",

az postgres ser ver firewall - rule list -- resource - group <resourceGroupName> -
- server <serverName>

Remediation:

From Azure Console

Login to Azure Portal using https://portal.azure.com
GO toAzure Database  for PostgreSQL server

For each database, click o@onnection securi ty

In Firewall rules

Ensure Allow access to Azure services is set@&F

aprwNE
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6. Clicksave to apply the changed rule.

Using Azure Command Line Interface 2.0
Use the below command to delete the AllowAllAzurelps rule for PostgreSQL Database.

az postgres server fir ewall -rule delete -- name AllowAllAzurelps -- resource -
group <resourceGroupName> -- server - name <serverName>
References:

1. https://docs.microsoft.com/en -us/azure/postgresqgl/concepts-firewall -rules

2. https://docs.microsoft.com/en -us/azure/postgresql/howto -managefirewall -using-

cli

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-network -security#ns-1-implement-security-for -internal -traffic

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-network -security#ns-4-protect-applications-and-servicesfrom-external-

network -attacks

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-network -security#ns-1-implement-security-for-internal -traffic

CIS Controls:
Controls
: Control IG 1|IG 2|IG 3
Version

4.4 Implement and Manage a Firewall on Servers

v8 Implement and manage a firewall on servers, where supported. Example 6
implementations include a virtual firewall, operating system firewall, or a third
party firewall agent.
13.10 Perform Application Layer Filtering .

v8 Perform application layer filtering. Example implementations include a filtering 0]
proxy, application layer firewall, or gateway.
9.4 Apply Host-based Firewalls or Port Filtering

v7 Apply host-based firewalls or port filtering tools on end systems, with a defaulit (‘j
deny rule that drops dl traffic except those services and ports that are explicitly
allowed.
9.5Implement Application Firewalls

v7 Place application firewalls in front of any critical servers to verify and validate (‘j
the traffic going to the server. Any unauthorized tréic should be blocked and
logged.

V7 14.2 Enable Firewall Filtering Between VLANS 0

Enable firewall filtering between VLANS to ensure that only authorized systems
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Controls

: Control IG1(I1G 2|IG 3
Version

are able to communicate with other systems necessary to fulfill their specific
responsihilities.
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4.4 Ensure that Azure Active Directory Admin is configured (Automated)

Profile Applicability:
1 Level 1

Description:

Use Azure Active Directory Authentication for authentication with SQL Database.

Rationale:

Azure Active Directory authentcation is a mechanism to connect to Microsoft Azure SQL
Database and SQL Data Warehouse by using identities in Azure Active Directory (Azure
AD). With Azure AD authentication, identities of database users and other Microsoft
services can be managed in oneentral location. Central ID management provides a single
place to manage database users and simplifies permission management.

It provides an alternative to SQL Server authentication.

Helps stop the proliferation of user identities across database servers.

Allows password rotation in a single place.

Customers can manage database permissions using external (AAD) groups.

It can eliminate storing passwords by enabling integrated Windows authentication

and other forms of authentication supported by Azure Activ®irectory.

T Azure AD authentication uses contained database users to authenticate identities at
the database level.

T Azure AD supports tokenbased authentication for applications connecting to SQL
Database.

1 Azure AD authentication supports ADFS (domain fedation) or native
user/password authentication for a local Azure Active Directory without domain
synchronization.

T Azure AD supports connections from SQL Server Management Studio that use Active

Directory Universal Authentication, which includes MultiFactar Authentication

(MFA). MFA includes strong authentication with a range of easy verification options

2 phone call, text message, smart cards with pin, or mobile app notification.

=A =4 =4 4 A

Audit;

From Azure Console

1. Go tosQL servers
2. For each SQL server, click osct ive Directory admin
3. Ensure that an AD account has been populated for fieddtive Directory admin
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Using Azure PowerShell
Get the list of all SQL Servers

Get - AzureRmSqlServer

For each Server

Get - AzureRmSglServerActiveDirectoryAdministrator - ResourceGroupNam e <resource
group name> - ServerName <server name>

Ensure Output showsDisplayName set to AD account

Remediation:

From Azure Console

Go toSQL servers

For each SQL server, click ofctive Directory admin
Click onset admin

Select an admin

Click save

aprOdE

Using Azure PowerShell
For each Server, set AD Admin

Set - AzureRmSqglServerActiveDirectoryAdministrator - ResourceGroupName <resource
group name> - ServerName <server name> - DisplayName "<Display hame of AD
account to set as DB administrator>"

From Azure Command Lin e Interface 2.0
Get ObjectID of user

az ad user list -- query "[?mail==<emailld of user>].{mail:mail,
userPrincipalName:userPrincipalName, objectld:objectld}"

For each Server, set AD Admin

az sql server ad - admin create -- resource - group <resource group name> -- server
<server name> -- display - name <display nhame> -- object -id <object id of user>

Default Value:

Azure Active Directory Authentication for SQL Database/Server is not enabled by default
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References:

1. https://docs.microsoft.com/en -us/azure/sql -database/sgldatabaseaad
authentication-configure

2. https:// docs.microsoft.com/enus/azure/sal -database/sgldatabaseaad
authentication

3. https://docs.microsoft.com/en -us/powershell/module/azurerm.sgl/get -
azurermsqlserveractivedirectoryadministrator?view=azurermps-5.2.0

4, https://docs.microsoft.com/en -us/powershell/module/azurerm.sgl/set -
azurermsglserveractivedirectoryadministrator?view=azurermps-5.2.0

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-identity -management#im1-standardize-azure-active-directory -as-the-central-
identity -and-authentication-system

Additional Information:

NOTE- Assigning an Administrator in Azure Active Directory (AAD) is just the first step.
When using AAD for central authentication there are many other groups and roles that
need to be configured base on the neead your organization. The Howto Guides should be
sued to determine what roles should be assigned and what groups should be created to
manage permissions and access to resources.

CIS Controls:
I
Controls Control IG 1]1G 2|1G 3
Version
v8 5.6 Centralize Acount Management o

Centralize account management through a directory or identity service.

16.2 Configure Centralized Point of Authentication
V7 Configure access for all accounts through as few centralized points of
authentication as possible, includig network, security, and cloud systems.

O«
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4.5 Ensure SQL server's TDE protector is encrypted with Customer
managed key (Automated)

Profile Applicability:
1 Level 2

Description:

TDE with Customermanaged key support provides increased transparency anmbntrol
over the TDE Protector, increased security with an HSlldlacked external service, and
promotion of separation of duties.

With TDE, data is encrypted at rest with a symmetric key (called the database encryption
key) stored in the database or data wahouse distribution. To protect this data encryption
key (DEK) in the past, only a certificate that the Azure SQL Service managed could be used.
Now, with Customermanaged key support for TDE, the DEK can be protected with an
asymmetric key that is storedin the Key Vault. Key Vault is a highly available and scalable
cloud-based key store which offers central key management, leverages FIPS -P4Devel 2
validated hardware security modules (HSMs), and allows separation of management of
keys and data, for addional security.

Based on business needs or criticality of data/databases hosted a SQL server, it is
recommended that the TDE protector is encrypted by a key that is managed by the data
owner (Customermanaged key).

Rationale:

Customermanaged key supportfor Transparent Data Encryption (TDE) allows user
control of TDE encryption keys and restricts who can access them and when. Azure Key
6 AOI Oh ! Ulhsed &térnalkeyi makagement system is the first key management
service where TDE has integratedugpport for Customer-managed keys. With Customer
managed key support, the database encryption key is protected by an asymmetric key
stored in the Key Vault. The asymmetric key is set at the server level and inherited by all
databases under that server.

Impa ct:

Once TDE protector is encrypted with a Customananaged key, it transfers entire
responsibility of respective key management on to you and hence you should be more
careful about doing any operations on the particular key in order to keep data from
corresponding SQL server and Databases hosted accessible.
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When deploying Customer Managed Keys it is also prudent to ensure that you also deploy
an automated toolset for managing these keys (this should include discovery and key
rotation), and Keys should be tored in an HSM or hardware backed keystore E.G. Azure
Keyvault).

As far as toolsets go, check with your cryptographic key provider as they may well provide
one as an add on to their service.

Audit:

From Azure Portal:

Go toSQL servers

For the desired serer instance

Click OnTransparent data encryption

Ensure thatUse your own key IS set toYES

EnsureMake selected key the default TDE protector is checked

aprwdE

Using Azure CLI:

az accountget - access -token -- query
"{subscripton:subscription,accessToken:accessToke n}' -- outtsv | xargs -L1
bash -c'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json" GET
https://management.azure.com/subscriptions/$0/resourceGroups/{resourceGroupNa
me}/providers/Microsoft.Sql/servers/{serverName}/encryptionPro tector?api -
version=2015 - 05- 01- preview'

Ensure the output of the command contains properties
kind set toazurekeyvault

serverKeyType Set to AzureKeyVault

uriis not null

Remediation:

From Azure Console:
Go toSQL servers
For the desired server instance

1. Click OnTransparent data encryption

SetUse your own key  tO YES

3. Browse through yourkey vaults  to Select an existing key or create a new key in
Key Vault.

4. CheckMake selected key the default TDE protector

N
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Using Azure CLI:
Use the below command to encrypt SQderver's TDE protector with a Customeimmanaged
key

az sql server tde - key >>Set  -- resource - group <resourceName> -- server
<dbServerName> -- server - key -type {AzureKeyVault} [ -- kid <keyldentifier>]"""

Default Value:

By Default, Microsoft managed TDE protectas enabled for a SQL server. By default option
'‘Use your own key' is set to 'ON'.

References:

1. https://docs.microsoft.com/en -us/sql/relational -
databases/security/encryption/transparent -data-encryption-byok-azure-sal

2. https://azure.microsoft.com/e n-in/blog/preview -sql-transparent-data-encryption-
tde-with -bring-your-own-key-support/

3. https://winterdom.com/2017/09/07/azure _-sqgl-tde-protector-keyvault

4, https://docs.microsoft.com/en -us/azure/security/benchmarks/securit y-controls-
v2-identity -management#im1-standardize-azure-active-directory -as-the-central-
identity -and-authentication-system

Additional Information:

1 This configuration is audited or can be done only on SQL server. The same
configuration will be in effect on SQL Databases hosted on SQL Server.

1 Ensuring TDE is protected by a Customenanaged key on SQL Server does not
ensures the encryption of SQL DatabaseBansparent Data Encryption : Data
Encryption (ON/OFF) setting on individual SQL Database decides whegr database
is encrypted or not.

CIS Controls:

Controls

. Control IG1|I1G 2|IG 3
Version

3.11 Encrypt Sensitive Data at Rest

Encrypt sensitive data at rest on servers, applications, and databases containing
v8 sensitive data. Storagdayer encryption, al known as serverside encryption, meets (V)
the minimum requirement of this Safeguard. Additional encryption methods may
include application-layer encryption, also known as clientside encryption, where
access to the data storage device(s) does not permit &ss to the plaintext data.

16.4 Encrypt or Hash all Authentication Credentials x
Encrypt or hash with a salt all authentication credentials when stored.

v7
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https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption-byok-azure-sql
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/transparent-data-encryption-byok-azure-sql
https://azure.microsoft.com/en-in/blog/preview-sql-transparent-data-encryption-tde-with-bring-your-own-key-support/
https://azure.microsoft.com/en-in/blog/preview-sql-transparent-data-encryption-tde-with-bring-your-own-key-support/
https://winterdom.com/2017/09/07/azure-sql-tde-protector-keyvault
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-1-standardize-azure-active-directory-as-the-central-identity-and-authentication-system
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-1-standardize-azure-active-directory-as-the-central-identity-and-authentication-system
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-identity-management#im-1-standardize-azure-active-directory-as-the-central-identity-and-authentication-system

5 Logging and Monitoring

This section covers security recommendations to follow to set logging and monitoring
policies on an Azure Subscription.
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5.1 Configuring Diagnostic Settings

The Azure Diagnostic Settings capture control/management activities performed on a
subscription. By default, the Azure Portal retains activity logs only for 90 days. The
Diagnostic Settings éfine the type of events that are stored or streamed and the outputs
storage account and/or event hub. The Diagnostic Settings, if configured properly, can
ensure that all activity logs are retained for longer duration. This section has
recommendations forcorrectly configuring the Diagnostic Settings so that all activity logs
captured are retained for longer periods.

When configuring Diagnostic Settings you may choose to export in one of three ways in
which you need to ensure appropriate data retention. Té options are Log Analytics, Event
Hub, and a Storage Account. It is important to ensure you are aware and have set retention
as your organization sees fit.
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5.1.1 Ensure that a 'Diagnostics Setting' exists (Automated)

Profile Applicability:
1 Level 1

Description:

Enable Diagnostic settings for exporting activity logs. Diagnostic setting are available for
each individual resources within a subscription. Settings should be configured for all
appropriate resources for your environment.

Rational e:

A diagnostic setting controls how a diagnostic log is exported. By default, logs are retained
only for 90 days. Diagnostic settings should be defined so that logs can be exported and
stored for a longer duration in order to analyze security activities whin an Azure
subscription.

Audit:

From Azure Console

1. Go toDiagnostics settings
2. Ensure that a Diagnostic status isnabled on all appropriate resources.

Remediation:

From Azure Console

Click on the resource that has a diagnostic status difabled

SelectAdd Diagnostic Settings

Enter aDiagnostic setting name

Select the appropriate log, metric, and destination. (This may be Log
Analytics/Storage account or Event Hub)

5. Clicksave

N =

Repeat these step for all resources as needed.

Default Value:

By default, diaghostic setting is not set.

References:

192|Page



1. https://docs.microsoft.com/en -us/azure/monitoring -and-diagnostics/monitoring -

overview-activity -logs#export-the-activity -log-with -a-log-profile

2. https://docs.microsoft.com/en -us/cli/azure/monitor/log -profiles?view=azure-cli-

latest#az_monitor log_profiles create

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-logging-threat-detection#lt -5-centralize-security-log-managementand-analysis

CIS Controls:
Controls
. Control IG 1|1G 2|IG 3
Version
8.9 Centralize Audit Logs .
v8 Centralize, to the extent possible, audit log collection and retention across 0)
enterprise assets.
6.5 Central Log Management .
V7 Ensure that appropriate logs are being aggregated to a central log 0)
management system for analysis and review.
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https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/monitoring-overview-activity-logs#export-the-activity-log-with-a-log-profile
https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/monitoring-overview-activity-logs#export-the-activity-log-with-a-log-profile
https://docs.microsoft.com/en-us/cli/azure/monitor/log-profiles?view=azure-cli-latest#az_monitor_log_profiles_create
https://docs.microsoft.com/en-us/cli/azure/monitor/log-profiles?view=azure-cli-latest#az_monitor_log_profiles_create
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-5-centralize-security-log-management-and-analysis
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-5-centralize-security-log-management-and-analysis

5.1.2Ensure Diagnostic Setting captures appropriate categories
(Automated)

Profile Applicability:
1 Level 1

Description:

The diagnostic setting should be configured to log the appropriate activities from the
control/management plane.

Rationale:

A diagnostic sdting controls how the diagnostic log is exported. Capturing the diagnostic
setting categories for appropriate control/management plane activities allows proper
alerting.

Audit:

From Azure Console

Go toAzure Monitor

Click Activity log

Click onDiagnostic  settings

Click onEdit Settings for the diagnostic settings entry

Ensure that the following categories are checkeddministrative, Alert,
Policy, and Security

arwbdE

Using Azure Command Line Interface 2.0
Ensure the categories set toAdministrative, Alert, Poli cy, and Security

\ az monitor diagnostic - settings subscription list ‘

AZ PowerShell cmdlets
Ensure the categories Administrative, Alert, Policy, and Security are set to Enabled: True

| get - AzDiagnosticSetting - Resourceld subscriptions/<subscription|D> |

Remediation :

From Azure Console

1. Go toAzure Monitor
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Click Activity log
Click onDiagnostic settings
Click onEdit Settings for the diagnostic settings entry

Ensure that the following categories are checkeddministrative, Alert,
Policy, and Security

apwN

Using ARM Template via AZ PowerShell cmdlets
Create a file to hold the JSON

{
"$schema": "https://schema.management.azure.com/schemas/2019 - 04-
01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"settingName": {
"type": 'S tring"

}l
"workspaceld": {
"type": "String"
}
}l
"resources": [
{

"type": "Microsoft.Insights/diagnosticSettings",
"apiVersion": "2017 - 05- 01- preview",
"name": "[parameters(‘settingName")]",
"dependsOn™: [],
"properties": {
"workspaceld": "[parameters(‘workspaceld)]",
"logs": [
{
"category": "Administrative",
"enabled": true
h
{

"categ ory": "Alert",
"enabled": true

h

{

"category": "Autoscale",
"enabled": false

b

{

"category": "Policy",
"enabled": true

h

{

"category": "Recommendation”,
"enabled": false

)i

{

"category": "ResourceHealth",
"enabled": false

12
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{

"category": "Security",
"enabl ed": true

}1

{

"category": "ServiceHealth",
"enabled": false

}

Reference the JSON in the NedzSubscriptionDeployment call

$OMSWorkspace = Get - AzResource - ResourceType

"Microsoft.Operationallnsights/workspaces" - Name <Workspace Name>

New AzSubscriptionDeployment - Name CreateDiagnosticSetting - location eastus -
TemplateFile CreateDiagnosticSetting.jsonc - settingName "Send Activity log to
workspace" - workspaceld $OMSWorkspace.Resourceld

Default Value:

When the diagnostic setting is created using Azure Portal, by default no categories are
selected.

References:

1. https:// docs.microsoft.com/enus/azure/azure -monitor/platform/diagnostic -
settings

2. https://docs.microsoft.com/en -us/azure/azure -monitor/samples/resourc e-
managerdiagnostic-settings

3. https://docs.microsoft.com/en -us/azure/security/benchmarks/s ecurity-controls-
v2-logaing-threat-detection#lt-4-enable-logaing-for-azure-resources

CIS Controls:

Controls

i Control IG1|I1G 2|IG 3
Version

8.5 Collect Detailed Audit Logs

v8 Configure detailed audit logging for enterprise assets containing sensitive dat é
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assist in a forensic investigation.

v7 6.3 Enable Detailed Logging 0

Enable system logging to include detailed informatio such as an event source,
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https://docs.microsoft.com/en-us/azure/azure-monitor/platform/diagnostic-settings
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/diagnostic-settings
https://docs.microsoft.com/en-us/azure/azure-monitor/samples/resource-manager-diagnostic-settings
https://docs.microsoft.com/en-us/azure/azure-monitor/samples/resource-manager-diagnostic-settings
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-4-enable-logging-for-azure-resources
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-4-enable-logging-for-azure-resources

Controls

i Control IG1(I1G 2|IG 3
Version

date, user, timestamp, source addresses, destination addresses, and other useful
elements.
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5.1.3 Ensure the storage container storing the activity logs is not
publicly accessible (Automated)

Profile Applicability:

1 Levell

Description:

The storage account container containing the activity log export should not be publicly
accessible.

Rationale:

Allowing public access to activity log content may aid an adversary in identifying
weaknesses in the affected account's use orrmiiguration.

Impact:

Configuring containerAccess policy  to private  will remove access from the container for
everyone except owners of the storage account. Access policy needs to be set explicitly in
order to allow access to other desired users.

Audit:

From Azure Console

1. Go toActivity log

2. SelectExport

3. Select
Subscription  https://workbench.cisecurity.org/sections/43928/recommendations
/115705/edit#

4. In sectionsStorage Account , hote the name of the Storage account

5. Close theExport Audit Logs blade. Close theMonitor - Activity Log blade.

6. In right column, Click servicestorage Accounts  to access Storage account blade

7. Click on the storage account name noted in step 4. This will open blade specific to

that storage account

In SectionBlob Service  click Containers . It will list all the containers in next blade
Look for a record with container named asnsight - operational - logs . Click...
from right most column to opencContext menu

10. Click Access Policy  from Context Menu and ensurePublic Access Level is set to
Private  (no anonymous access)

© ©

Using Azure Command Line Interface 2.0
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1. Get storage account id configured with log profile:

| az monitor log - profiles list -- query [*].storageAccountld

2. Ensure the container storing activity logs (insightsoperational-logs) is not publidy

accessible:
az storage container list -- account - name <Storage Account Name> - query
"[?name=="insights - operational - logs']"

In command output ensurepublicAccess IS set tonull

Remediation:

From Azure Console

1. Search forstorage Accounts  to access Storagaccount blade

2. Click on the storage account name

3. In SectionBlob Service  click Containers . It will list all the containers in next blade

4. Look for a record with container named assight - operational - logs . Click...
from right most column to opencContext me nu

5. ClickAccess Policy  from Context Menu and setPublic Access Level to Private

(no anonymous access)

Using Azure Command Line Interface 2.0

az storage container set - permission  -- name insights - operational -logs --
account - name <Storage Account Name> -- public - access off

Default Value:

By default, public access is set to null (allowing only private access) for a container with
activity log export.

References:

1. https://docs.microsoft.com/en -us/azure/storage/blobs/anonymous -read-access
configure

2. https://doc s.microsoft.com/en-us/azure/security/benchmarks/security -controls-
v2-network -security#ns-1-implement-security-for -internal -traffic
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https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-configure
https://docs.microsoft.com/en-us/azure/storage/blobs/anonymous-read-access-configure
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-network-security#ns-1-implement-security-for-internal-traffic

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

3.3 Configure Data Access Control Lists
v8 #1711 ZECOOA AAOA AAAAOO Ai1 06011 1TEOOO o]
access control lists, also known as access permissions, to local and remote file syste
databases, and applications.

8.1 Establish and Maintain an Audit Log Manageemt Process
Establish and maintain an audit log management process that defines the

v8 AT OAOPOEOABO 11 CcCET ¢ OANOEOAI AT 0068 ! 0

retention of audit logs for enterprise assets. Review and update documentation

annually, or when significant enterprise changes occur that could impact this

Safeguard.

(@]

V7 6 Maintenance, Monitoring and Analysis of Audit Logs
Maintenance, Monitoring and Analysis of Audit Logs
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5.1.4 Ensure the storage account containing the comtaivith activity
logs is encrypted with BYOK (Use Your Own Key) (Automated)
Profile Applicability:

1 Level 2

Description:

The storage account with the activity log export container is configured to use BYOK (Use
Your Own Key).

Rationale:

Configuring thestorage account with the activity log export container to use BYOK (Use
Your Own Key) provides additional confidentiality controls on log data as a given user must
have read permission on the corresponding storage account and must be granted decrypt
permission by the CMK.

Audit:

From Azure Console

1. Go toActivity log

2. SelectExport

3. Selectsubscription

4. In sectionsStorage Account , note the name of the Storage account

5. Close theexport Audit Logs blade. Close thavionitor - Activity Log blade.

6. In right column, Click serviceStorage Accounts ~ to access Storage account blade

7. Click on the storage account name noted in step 4. This will open blade specific to
that storage account

8. In SectionsSETTINGSclick Encryption . It will show Storage service encryption

configuration pane.
9. EnsureUse yourown key is checked andkey URI is set.

Using Azure Command Line Interface 2.0

1. Get storage account id configured with log profile:

| az monitor log - profiles list -- query [*].storageAccountld

2. Ensure the storage account is encrypted witiCMK:

| az storage account list -- query "[?name=='<Storage Account Name>"" |
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In command output ensurekeySource iS set toMicrosoft.Keyvault and
keyVaultProperties is not set tonull

Remediation:

From Azure Console

=

In right column, Click serviceStorage Accou nts to access Storage account blade
2. Click on the storage account name

3. In SectionSETTINGSclick Encryption . It will show Storage service encryption
configuration pane.

Checkuse your own key  which will expand Encryption Key ~ Settings

Use optionEnter key UR | Or Select from Key Vault to set up encryption with
your own key

ok

Using Azure Command Line Interface 2.0

az storage account update -- name <name of the storage account> -- resource -
group <resource group for a storage account> -- encryption - key -
source=Microsof  t.Keyvault -- encryption - key - vault <Key Valut URI> -

encryption - key - name <KeyName> -- encryption - key - version <Key Version>

Default Value:

By default, for a storage accourkeySource is set toMicrosoft.Storage allowing
encryption with vendor Managed key andchot the BYOK (Use Your Own Key).

References:

1. https://docs.microsoft.com/en -us/azure/security/benchmarks /security -controls-
v2-data-protection#dp -5-encrypt-sensitive-data-at-rest

CIS Controls:

Controls

i Control IG1|I1G2|IG 3
Version

3.11 Encrypt Sensitive Data at Rest

Encrypt sensitive data at rest on servers, applications, and databases containing
v8 sensitive data. Storagdayer encryption, also known as servesside encryption, meets
the minimum requirement of this Safeguard. Additional encryption methods may
include application-layer encryption, also known as clientside encryption, where
access to the data storage device(s) does not permit access to the pltert data.

O«

V8 8.1 Establish and Maintain an Audit Log Management Proces 5

Establish and maintain an audilog management process that defines the
AT OAOPOEOABO 11 CcCETI ¢ OANOEOAI AT 6068 ! O

202|Page



https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-5-encrypt-sensitive-data-at-rest
https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-data-protection#dp-5-encrypt-sensitive-data-at-rest

Controls

: Control IG1(I1G 2|IG 3
Version

retention of audit logs for enterprise assets. Review and update documentation
annually, or when significant enterprise changesaxur that could impact this Safeguard

V7 6 Maintenance, Monitoring and Analysis of Audit Logs
Maintenance, Monitoring and Analysis of Audit Logs
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5.1.5 Ensure that logging for Azure KeyVault is 'Enabled' (Automated)

Profile Applicability:
1 Level 1

Description:

Enable AuditEvent bgging for key vault instances to ensure interactions with key vaults
are logged and available.

Rationale:

Monitoring how and when key vaults are accessed, and by whom enables an audit trail of
interactions with confidential information, keys and certificates managed by Azure

Keyvault. Enabling logging for Key Vault saves information in an Azure storage account that
the user provides. This creates a new container named insighksgs-auditevent

automatically for the specified storage account, and this samésage account can be used
for collecting logs for multiple key vaults.

Audit:

From Azure Console

Go toKey vaults

For each Key vault

Go toDiagnostic Logs

Click onEdit Settings

Ensure thatArchive to a storage account iS Enabled

Ensure thatAuditEvent is checked and the retention days is set tp80 days or as
appropriate

ourwNE

Using Azure Command Line Interface 2.0
List all key vaults

az keyvault list

For each keyvaultd

| az monitor diagnostic - settings list -- resource <id>

Ensure thatstorageAccountld Is set asappropriate. Also, ensure thatategory anddays
are set. One of the sample outputs is as below.
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"logs™: [

"category": "AuditEvent",

"enabled": true,

"retentionPolicy": {
"days": 180,
"enable d": true

}

}
]

Remediation:
Follow Microsoft Azure documentation and setup Azure Key Vault Logging.
Default Value:
By default, Diagnostic AuditEvent logging is not enabled for Key Vault instances.
References:

1. https://docs.microsoft.com/en -us/azure/key -vault/key -vault-logging

2. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaging-threat-detection#lt-4-enable-logging-for-azure-resources

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detaled Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. o)
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assist in a forensic investiga.

6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source,
date, user, timestamp, source addresses, destination addresses, and other useful
elements.

O«
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5.2 Monitoring using Activity Log larts

This section covers security recommendations to follow in order to set alerting and
monitoring for critical activities on an Azure subscription.
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5.2.1 Ensure that Activity Log Alert exists for Create Policy Assignment
(Automated)

Profile Applicabilit y:

1 Level 1

Description:

Create an activity log alert for the Create Policy Assignment event.

Rationale:

Monitoring for create policy assignment events gives insight into changes done in "azure
policy - assignments" and can reduce the time it takes to detegnsolicited changes.

Audit:

From Azure Console

=

Navigate toMonitor' and then 'Alerts

SelectManage alert rules

3. Click on the AlertNamewhere Condition containsoperationName equals
Microsoft.Security/policyAssignments/write

4. Hover a mouse oveKondition to ensure it is set towhenever the Administrative
Activity Log "Create policy assignment (policyAssignments)" has "any"
level with "any" status and event is initiated by "any"

no

Using Azure Command Line Interface

az accountget - access -token -- query
"{subscri  ption:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" -H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/microsoft.insights/ac
tivityLogAlerts?api - versi on=2017 - 04- 01' | jq
".|.value[]|{location:.location,scopes:.properties.scopes,“condition":.proper
ties.condition.allOf|.[]|select(.field=="operationName" and
.equals=="microsoft.authorization/policyassignments/write"),enabled:.properti
es.enabled}

Ensure that an alert exists where:

location is set toGlobal

Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
Enabled set toTrue

Condition Matches:

=A =4 -4 4
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"location"; "Global",
"scopes™: [
"/subscriptions/<Subscription_ID>"
I
"condition™: {
"field": "operationName",
"equals": "microsoft.authorization/policyassignments/write",
"containsAny": null

}

nabled": true

}

Remediation:

From Azure Console

Go toMonitor

Selectalerts

Click OnNew Alert Rule

Under Scope, click Select resource

Select the appropriate subscription undefFilter by subscription

SelectPolicy Assignment under Filter by resource type

Selectall for Filter by location

Click on the subscription resource from the entries populated under Resource

Verify Selection preview shows All Policy assignment (policyAssignments) and your

selected subscription name

10. Click Done

11.Under Condition  click Add Condition

12. SelectCreate policy assignment signal

13.Click Done

14.Under Action group , SelectAdd action groups and conplete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule name and Description

16. Select appropriate resource group to save the alert to

17.CheckEnable alert rule upon creation checkbox

18. Click Create alert rule

©oo~NoOO~WDNE

Using Azure Command Line Interface
Use the below command to create an Activity Log Alert fa@vreate policy assignment

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT -H "Authoriza tion: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/resourceGroups/<Resource_Group_
To

Create_Alert_In>/providers/microsoft.insights/activityLogAlerts/<Unique_Alert
_Name>?api - version=2017 -04-01 -d@"input.json™
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Whereinputjson  contains the Request body JSON data as mentioned below.

{
"location™: "Global",
"tags": {},
"properties": {
"scopes": [
"/subscriptions/<Subscription_ID>"
1
"enabled": true,
"condition™: {
"allof": [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

L
{
"containsAny": null,
"equals": "Microsoft.Authorization/policyAssignments/write",
"field": "operationName"
}
]
"actions": {

"actionGroups": [

"actionGroupld":
"/subscriptions/<Subscription_ID>/resourceGroups/<Resource_Group_For_Alert_Gr
oup>/providers/microsoft.insights/actionGroups/<Alert_Group>",

"webhookProperties": null

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Unique_Alert_Name>

Configurable Parameters foinput.json

<Subscription_ID> in scopes

<Subscription_ID> in actionGroupld
<Resource_Group_For_Alert_Group> in actionGroupld
<Alert_Group> in actionGroupld

Default Value:

By default, no monitoring alerts are created.
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References:

https://azure.microsoft.com/en -us/updates/classic-alerting-monitoring -retirement

2. https://docs.microsoft.com/en -infazure/azure -monitor/platform/alerts -activity -
log

3. https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/createorupdate

4, https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/listbysubscriptionid

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-

v2-logging-threat-detection#lt -4-enable-logging-for-azure-resources

=

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs

v8 Configure detailed audit logging for enterprise assets containing sensitive data.
Include event source, date, username, timestamp, source addresses, destination

addresses, and other useful elements that could assist in a forensic investigation.

O«

6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source,
date, user, timestamp, source addresses, destination addresses, and other useful
elements.

O«
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5.2.2 Ensure that Activity Log Alert exists forePolicy Assignment
(Automated)

Profile Applicability:

1 Level 1

Description:

Create an activity log alert for the Delete Policy Assignment event.

Rationale:

Monitoring for delete policy assignment events gives insight into changes done in "azure
policy - assignments" and can reduce the time it takes to detect unsolicited changes.

Audit:

From Azure Console

=

Navigate toMonitor' / 'Alerts
SelectManage alert rules

3. Click on the AlertNamewhere Condition containsoperationName equals
Microsoft.Security/poli cyAssignments/delete

4. Hover a mouse oveKondition to ensure it is set towhenever the Administrative
Activity Log "Delete policy assignment (policyAssignments)" has "any"
level with "any" status and event is initiated by "any"

no

Using Azure Command Line Inte rface

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" -H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$0/provi ders/microsoft.insights/ac
tivityLogAlerts?api - version=2017 -04-01'|jq

".|.value[]|{location:.location,scopes:.properties.scopes,“condition":.proper
ties.condition.allOf|.[]|select(.field=="operationName" and
.equals=="microsoft.authorization/policyassignme nts/delete"),enabled:.propert
ies.enabled}'

Ensure that an alert exists where:

location is set toGlobal

Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
Enabled set toTrue

Condition Matches:

=A =4 -4 4
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"location"; "Global",
"scop es": [
"/subscriptions/<Subscription_ID>"
I
"condition™: {
"field": "operationName",
"equals": "microsoft.authorization/policyassignments/delete",
"containsAny": null

}

nabled": true

}

Remediation:

From Azure Console

Go toMonit or

Selectalerts

Click OnNew Alert Rule

Under Scope, click Select resource

Select the appropriate subscription undefFilter by subscription

SelectPolicy Assignment under Filter by resource type

Select All for Filter by location

Click on the subscriptionfrom the entries populated under Resource

Verify Selection preview shows All Policy assignment (policyAssignments) and your

selected subscription name

10. Click Done

11.Under Condition  click Add Condition

12. SelectDelete policy assignment signal

13.Click Done

14.Under Action group , selectAdd action groups and complete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule name and Description

16. Select appropriate resource group to save the alert to

17.CheckEnable alert rule upon creati on checkbox

18. Click Create alert rule

©CoNoOrWNE

Using Azure Command Line Interface
Use the below command to create an Activity Log Alert f@elete policy assignment

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/resourceGroups/<Resource_Group_
To

Create_Alert_In>/providers/microsoft.insights/activityLogAlerts/<Unique_Alert
_Name>?api - version=2017 -04-01 -d@"input.json™
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Whereinputjson  contains the Request body JSON data as mentioned below.

{
"location™: "Global",
"tags": {},
"properties": {
"scopes": [
"/subscriptions/<Subscription_ID>"
1
"enabled": t rue,
"condition™: {
"allof": [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

"containsAny": null,
"equals": "Microsoft.Authorization/policyAssignments/delete",
"field": "operationName"
}
]

"actions": {
"actionGroups": [

"actionGroupld":
"/subscriptions/<Subscription_ID>/resourceGroups/<Resource_Group_For_Alert_Gr

oup>/providers/microsoft.insights/actionGroups/<Alert_Gro up>",
"webhookProperties": null
}
]
h
}
}

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Unique_Alert_Name>

Configurable Parameters foinput.json

<Subscription_ID> in scopes

<Subscription_ID> in acti onGroupld
<Resource_Group_For_Alert_Group> in actionGroupld
<Alert_Group> in actionGroupld

Using PowerShell AZ cmdlets
Use the below command to create an Activity Log Alert f@elete policy assignment
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$ComplianceName = 'Delete Policy Assignment'

$Signal = '‘Microsoft.Authorization/policyAssignments/delete'

$Category = 'Administrative’

$ResourceGroupName = 'MyResourceGroup'

$actiongroup = (Get - AzActionGroup - Name corenotifications - ResourceGroupName
$ResourceGroupName)

$ActionGroupld = (New - Object

Microsoft.  Azure.Management.Monitor.Models.ActivityLogAlertActionGroup
$ActionGroup.Id)

$Subscription = (Get - AzContext).Subscription

$location = 'Global'

$scope = "/subscriptions/$($Subscription.Id)"

$alertName = "$($Subscription.Name) - $($ComplianceName)"
$conditio ns = @(
New AzActivityLogAlertCondition - Field ‘category’ - Equal $Category
New AzActivityLogAlertCondition - Field ‘operationName' - Equal $Signal
)
Set - AzActivityLogAlert - Location $location - Name $alertName -
ResourceGroupName $ResourceGroupName - Scope $scope - Action $ActionGroupld -

Condition $conditions

Default Value:

By default, no monitoring alerts are created.
References:

1. https://docs.microsoft.com/en -in/azure/azure -monitor/platform/alerts -activity -
log

2. https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/createorupdate

3. https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/listbysubscriptionid

4. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logaing-threat-detection#lt -4-enable-logaing-for -azure-resources

5. https://azure.microsoft.com/en -us/services/blueprints/

Additional Information:

This log alert also applies for Azure Blueprints.

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

v8 8.5 Collect Detailed Audi Logs

Configure detailed audit logging for enterprise assets containing sensitive data.

(@
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https://docs.microsoft.com/en-us/azure/security/benchmarks/security-controls-v2-logging-threat-detection#lt-4-enable-logging-for-azure-resources
https://azure.microsoft.com/en-us/services/blueprints/

Controls
. Control IG 1{1G 2|IG 3

Version
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assist in a forensic investigation.
6.3 Enable Detailed Logging

v7 Enable system logging to include detailed information such as an event source, (“)

date, user, timestamp, source addresses, destination addresses, and other useful
elements.
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5.2.3 Ensure that Activity Log Alert exisisCreate or Update Network
Security Group (Automated)

Profile Applicability:

1 Level 1

Description:

Create an Activity Log Alert for the "Create” or "Update Network Security Group" event.
Rationale:

Monitoring for "Create" or "Update Network Security Goup" events gives insight into
network access changes and may reduce the time it takes to detect suspicious activity.

Audit:

From Azure Console

=

Navigate toMonitor' / 'Alerts

SelectManage alert rules

3. Click on the AlertNamewhere Condition containsoperat ionName equals
Microsoft.Network/networkSecurityGroups/write

4. Hover a mouse oveKondition to ensure it is set towhenever the Administrative
Activity Log "Create or Update Network Security Group
(networkSecurityGroups)" has "any" level with "any" status an d eventis
initiated by "any"

no

Using Azure Command Line Interface

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

applicatio  n/json"
https://management.azure.com/subscriptions/$0/providers/microsoft.insights/ac
tivityLogAlerts?api - version=2017 -04-01'|jq
".|.value[]|{location:.location,scopes:.properties.scopes,"condition":.proper
ties.condition.allOf|.[]|select(.field=="operatio nName" and
.equals=="microsoft.network/networksecuritygroups/write"),enabled:.properties
.enabled}'

Ensure that an alert exists where:
7 location is set toGlobal
. Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
1 Enabled set toTru e
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¢ Condition Matches:

"location™: "Global",
"scopes™ [
"/subscriptions/<Subscription_ID>"
1,
"condition"; {
"field": "operationName",
"equals": "microsoft.network/networksecuritygroups/write",
"containsAny": null

}

nabled ":true

}

Remediation:

From Azure Console

Go toMonitor

SelectAlerts

Click OnNew Alert Rule

Under Scope, click Select resource

Select the appropriate subscription undefFilter by subscription

SelectNetwork Security Groups under Filter by resource type

SelectAll for Filter by location

Click on the subscription resource from the entries populated under Resource

Verify Selection preview shows All Network Security Groups and your selected

subscription name

10. Click Done

11.Under Condition  click Add Condition

12. Select Create or Update Network Security Group signal

13.Click Done

14.Under Action group , SelectAdd action groups and complete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule name and Description

16. Select appropriate resource group to save the alert to

17.CheckEnable alert rule upon creation checkbox

18. Click Create alert rule

©OooNoOO~WDNE

Using Azure Command Line Interface

Use the below command to create an Activity Log Alert f@reate or Update Network
Security Groups

az accountget  -access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
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https://management.azure.com/subscriptions/$0/resourceGroups/<Resource_Gro up_
To

Create_Alert_In>/providers/microsoft.insights/activityLogAlerts/<Unique_Alert

_Name>?api - version=2017 -04-01 -d@"input.json™

Whereinputjson  contains the Request body JSON data as mentioned below.

{
"location": "Global",
"tags": {},
"properties " {
"scopes": [
"[subscriptions/<Subscription_ID>"
1
"enabled": true,
"condition": {
"allof"; [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

"contain  sAny": null,

"equals": "Microsoft.Network/networkSecurityGroups/write",

"field": "operationName"

}
]
h
"actions": {
"actionGroups": [
{

"actionGroupld":
"/subscriptions/<Subscription_ID>/resourceGroups/<Re source_Group_For_Alert Gr
oup>/providers/microsoft.insights/actionGroups/<Alert_Group>",

"webhookProperties": null

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Unique_Alert_ Name>

Configurable Parameters forinput.json

<Subscription_ID> in scopes

<Subscription_ID> in actionGroupld
<Resource_Group_For_Alert_Group> in actionGroupld
<Alert_Group> in actionGroupld
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Default Value:

By default, no monitoring alerts are created.
References:

1. https://azure.microsoft.com/en -us/updates/classic-alerting-monitoring -retirement

2. https://docs.microsoft.com/en -infazure/azure -monitor/platform/alerts -activity -
log

3. https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogale rts/createorupdate

4, https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/listbysubscriptionid

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logaing-for -azure-resources

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. o)
Include event source, date, username, timestamp, source addresses titegion

addresses, and other useful elements that could assist in a forensic investigation.

6.3 Enable Detailed Logging
v7 Enable system logging to include detailed information such as an event source, o)
date, user, timestamp, source addresses, dasdition addresses, and other useful
elements.
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5.2.4 Ensure that Activity Log Alert exists for Delete Network Security
Group (Automated)

Profile Applicability:

1 Level 1

Description:

Create an activity log alert for the Delete Network Security Grougvent.

Rationale:

Monitoring for "Delete Network Security Group” events gives insight into network access
changes and may reduce the time it takes to detect suspicious activity.

Audit:

From Azure Console

=

Navigate toMonitor' / 'Alerts

SelectManage alertr  ules

3. Click on the AlertNamewhere Condition containsoperationName equals
Microsoft.Network/networkSecurityGroups/delete

4. Hover a mouse oveKondition to ensure it is set towhenever the Administrative
Activity Log "Delete Network Security Group (networkSe curityGroups)"
has "any" level with "any" status and event is initiated by "any"

no

Using Azure Command Line Interface

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H"Aut horization: Bearer $1" -H"Content - Type:

application/json"

https://management.azure.com/subscriptions/$0/providers/microsoft.insights/ac

tivityLogAlerts?api - version=2017 -04-01'|jq
".|.value[]|{location:.location,scopes:.properties.scopes,"“condition":.prop er
ties.condition.allOf|.[]|select(.field=="operationName" and
.equals=="microsoft.network/networksecuritygroups/delete"),enabled:.propertie

s.enabled}'

Ensure that an alert exists where:

location is set toGlobal

Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
Enabled set toTrue

Condition Matches:

=A =4 -4 4
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"location"; "Global",
"scopes™: [
"/subscriptions/<Subscription_ID>"
I
"condition™: {
"field": "operationName",
"equals": "microsoft.network/networksecuritygr oups/delete",
"containsAny": null

}

nabled": true

}

Remediation:

From Azure Console

1. Go toMonitor

2. Selectalerts

3. Click OnNew Alert Rule

4. Under Scope, clickSelect resource

5. Select the appropriate subscription undeiFilter by subscription

6. SelectNetwork Security Groups under Filter by resource type

7. SelectAll for Filter by location

8. Click on the subscription resource from the entries populated under Resource

9. ClickDone

10. Verify Selection preview shows Network Security Groups and your selected
subscription name

11.Under Condition  click Add Condition

12. SelectDelete Network Security Group signal

13.Click Done

14.Under Action group , SelectAdd action groups and complete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule nam e and Description

16. Select appropriate resource group to save the alert to

17.CheckEnable alert rule upon creation checkbox

18. Click Create alert rule

Using Azure Command Line Interface

Use the below command to create an Activity Log Alert f@relete Network Secu  rity
Groups

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:
application/json"

https://management.azure.com/subscriptions/$0 /resourceGroups/<Resource_Group_
To
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Create_Alert_In>/providers/microsoft.insights/activityLogAlerts/<Unique_Alert
_Name>7?api - version=2017 -04-01 -d@"input.json™

Whereinputjson  contains the Request body JSON data as mentioned below.

{
“location": "Global" ,
"tags": {},
"properties": {
"scopes™: [
"/subscriptions/<Subscription_ID>"
1,
"enabled": true,
"condition": {
"allof": [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

"containsAny": null,
"equals": "Microsoft.Network/networkSecurityGroups/delete”,
"field": "operationName"
}
]
b
"actions™: {
"actionGroups": [

"actionGroupld":
"/subscriptions/<Subsc ription_ID>/resourceGroups/<Resource_Group_For_Alert_Gr
oup>/providers/microsoft.insights/actionGroups/<Alert_Group>",

"webhookProperties": null

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Unique_Alert_ Name>

Configurable Parameters foinput.json

<Subscription_ID> in scopes

<Subscription_ID> in actionGroupld
<Resource_Group_For_Alert Group> in actionGroupld
<Alert_Group> in actionGroupld
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Default Value:

By default, no monitoring alerts are ceated.
References:

1. https://azure.microsoft.com/en -us/updates/classic-alerting-monitoring -retirement

2. https://docs.microsoft.com/en -infazure/azure -monitor/platform/alerts -activity -
log

3. https://docs.microsoft.com/en -
in/res t/api/monitor/activitylogalerts/createorupdate

4, https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/listbysubscriptionid

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logaing-for-azure-resources

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. o)
Include event source, date, username, tinséamp, source addresses, destination

addresses, and other useful elements that could assist in a forensic investigation.

6.3 Enable Detailed Logging
v7 Enable system logging to include detailed information such as an event source, o)
date, user, timesamp, source addresses, destination addresses, and other useful
elements.
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5.2.5 Ensure that Activity Log Alert exists for Create or Update Network
Security Group Rule (Automated)

Profile Applicability:

1 Level 1

Description:

Create an activity log &ert for the Create or Update Network Security Group Rule event.
Rationale:

Monitoring for Create or Update Network Security Group Rule events gives insight into
network access changes and may reduce the time it takes to detect suspicious activity.

Audit:

From Azure Console

=

Navigate toMonitor' / 'Alerts

SelectManage alert rules

3. Click on the AlertNamewhere Condition containsoperationName equals
Microsoft.Network/networkSecurityGroups/securityRules/write

4. Hover a mouse oveondition to ensure it is set b Whenever the Administrative
Activity Log "Create or Update Security Rule
(networkSecurityGroups/securityRules)" has "any" level with "any"
status and event is initiated by "any"

no

Using Azure Command Line Interface

az accountget - access -token -- query
"{sub scription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
https://management.azure.com/subscriptions/$0/providers/microsoft.insights/ac
tivityLogAlerts?api - version=2017 -04-01'|jq
".|.value[]|{location:.location,scopes:.properties.scopes,"condition":.proper
ties.condition.allOf|.[]|select(.field=="operationName" and
.equals=="microsoft.network/networksecuritygroups/securityrules/write"),enabl
ed:.properties.ena bled}'

Ensure that an alert exists where:
7 location is set toGlobal
. Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
1 Enabled set toTrue
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¢ Condition Matches:

"location™: "Global",
"scopes™ [
"/subscriptions/<Subscrip tion_ID>"
1,
"condition"; {
"field": "operationName",
"equals": "microsoft.network/networksecuritygroups/securityrules/write",
"containsAny": null

}

nabled": true

}

Remediation:

From Azure Console

1. Go toMonitor

2. SelectAlerts

3. Click OnNew Alert Rule

4. Under Scope, clickSelect resource

5. Select the appropriate subscription undeiFilter by subscription

6. SelectNetwork Security Group Rules under Filter by resource type

7. SelectAll for Filter by location

8. Click on the subscription resource fronthe entries populated under Resource

9. ClickDone

10. Verify Selection preview shows Network Security Group Rules and your selected
subscription name

11.Under Condition  click Add Condition

12. SelectCreate or Update Network Security Group Rule signal

13.Click Done

14.Under Action group , SelectAdd action groups and complete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule name and Description

16. Select appropriate resource group to save the alert to

17.CheckEnable alert rule upon crea tion checkbox

18. Click Create alert rule

Using Azure Command Line Interface

Use the below command to create an Activity Log Alert f@reate or Update Network
Security Groups rule

az accountget - access -token -- query
"{subscription:subscription,accessToken:acc essToken}" -- outtsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
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https://management.azure.com/subscriptions/$0/resourceGroups/<Resource_Group_

To

Create_Alert_In>/providers/microsoft.insights/activityLo gAlerts/<Unique_Alert
_Name>?api - version=2017 -04-01 -d@"input.json™

Whereinputjson  contains the Request body JSON data as mentioned below.

{
"location": "Global",
"tags": {},
"properties": {
"scopes": [
"[subscriptions/<Subscription_ID>"
1
"enabled": true,
"condition": {
"allof"; [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

"containsAny": null,
"equals":
"Microsoft.Network/networkSecur ityGroups/securityRules/write",
"field": "operationName"
}
]
h
"actions": {
"actionGroups": [
{
"actionGroupld":
"/subscriptions/<Subscription_ID>/resourceGroups/<Resource_Group_For_Alert_Gr

oup>/providers/microsof t.insights/actionGroups/<Alert_Group>",
"webhookProperties": null
}
]
h
}
}

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Unique_Alert Name>

Configurable Parameters foinput.json

<Subscription_ID> i n scopes

<Subscription_ID> in actionGroupld
<Resource_Group_For_Alert_Group> in actionGroupld
<Alert_Group> in actionGroupld

226 |Page




Default Value:

By default, no monitoring alerts are created.
References:

1. https://azure.microsoft.com/en -us/updates/classic-alerting-monitoring -retirement

2. https://docs.microsoft.com/en -infazure/ azure-monitor/platform/alerts -activity -
log

3. https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/createorupdate

4, https://docs.microsoft.com/en -
in/rest/api/monitor/activitylogalerts/listbysubscriptionid

5. https://docs.microsoft.com/en -us/azure/security/benchmarks/security -controls-
v2-logging-threat-detection#lt -4-enable-logaing-for-azure-resources

CIS Controls:

Controls

. Control IG1|IG 2|IG 3
Version

8.5 Collect Detailed Audit Logs
v8 Configure detailed audit logging for enterprise assets containing sensitive data. o)
Include event source, date, username, timestamp, source addresses, destination
addresses, and other useful elements that could assist in a forensic investigation.

6.3 Enable Detailed Logging
v7 Enable system logging to include detailed information such as an event source, o)
date, user, timestamp, source addresses, destination addresses, and other useful
elements.
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5.2.6 Ensure that activity log alert exists for ihelete Network Security
Group Rule (Automated)

Profile Applicability:

1 Level 1

Description:

Create an activity log alert for the Delete Network Security Group Rule event.

Rationale:

Monitoring for Delete Network Security Group Rule events gives insighito network
access changes and may reduce the time it takes to detect suspicious activity.

Audit:

From Azure Console

=

Navigate toMonitor' / 'Alerts

SelectManage alert rules

3. Click on the AlertNamewhere Condition containsoperationName equals
Microsoft.N  etwork/networkSecurityGroups/securityRules/delete

4. Hover a mouse oveKondition to ensure it is set towhenever the Administrative
Activity Log "Delete Security Rule
(networkSecurityGroups/securityRules)" has "any" level with "any"
status and event is initi ated by "any"

no

Using Azure Command Line Interface

az accountget - access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash -c 'curl - X GET - H "Authorization: Bearer $1" - H"Content - Type:

application/json"

https://  management.azure.com/subscriptions/$0/providers/microsoft.insights/ac
tivityLogAlerts?api - version=2017 -04-01'|jq
".|.value[]|{location:.location,scopes:.properties.scopes,"condition":.proper
ties.condition.allOf|.[]|select(.field=="operationName" and

.equa Is=="microsoft.network/networksecuritygroups/securityrules/delete"),enab
led:.properties.enabled}'

Ensure that an alert exists where:
7 location is set toGlobal
. Scopes is set to entire subscription that i&ubscriptions/<Subscription_ID>
1 Enabled set toTrue
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¢ Condition Matches:

"location™: "Global",
"scopes™ [
"/subscriptions/<Subscription_ID>"
1,
"condition"; {
"field": "operationName",
"equals": "microsoft.network/networksecuritygroups/securityrules/delete”,
"containsAny": null

}

nabled": true

}

Remediation:

From Azure Console

1. Go toMonitor

2. SelectAlerts

3. Click OnNew Alert Rule

4. Under Scope, clickSelect resource

5. Select the appropriate subscription undeiFilter by subscription

6. SelectNetwork Security Group Rules under Filter by resource type

7. SelectAll for Filter by location

8. Click on the subscription resource from the entries populated under Resource

9. ClickDone

10. Verify Selection preview shows Network Security Group Rules and your selected
subscription name

11.Under Condition  click Add Condition

12. SelectDelete Network Security Group Rule signal

13.Click Done

14.Under Action group , SelectAdd action groups and complete creation process or
select appropriate action group

15.Under Alert rule details , enter Alert rule name and Description

16. Selectappropriate resource group to save the alert to

17.CheckEnable alert rule upon creation checkbox

18. Click Create alert rule

Using Azure Command Line Interface

Use the below command to create an Activity Log Alert farelete Network Security
Groups rule

az acco untget -access -token -- query
"{subscription:subscription,accessToken:accessToken}" -- out tsv | xargs -L1
bash - c 'curl - X PUT - H "Authorization: Bearer $1" - H"Content - Type:

application/json"
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https://management.azure.com/subscriptions/$0/resourceGroups/<Re source_Group_
To

Create_Alert_In>/providers/microsoft.insights/activityLogAlerts/<Unique_Alert

_Name>?api - version=2017 -04-01 -d@"input.json™

Whereinputjson  contains the Request body JSON data as mentioned below.

{
"location": "Global",
"tags": {},
" properties™: {
"scopes": [
"[subscriptions/<Subscription_ID>"
1
"enabled": true,
"condition": {
"allof"; [
{
"containsAny": null,
"equals": "Administrative",
"field": "category"

"containsAny": null,
"equals":
"Microsoft.Network/networkSecurityGroups/securityRules/delete"”,
"field": "operationName"
}
]
h
"actions": {
"actionGroups": [
{
"actionGroupld":
"/subscriptions/<Subscripti on_ID>/resourceGroups/<Resource_Group_For_Alert_Gr
oup>/providers/microsoft.insights/actionGroups/<Alert_Group>",
"webhookProperties": null

Configurable Parameters for command line:

<Resource_Group_To Create_Alert_In>
<Uniqu e_Alert_Name>

Configurable Parameters foinput.json

<Subscription_ID> in scopes

<Subscription_ID> in actionGroupld
<Resource_Group_For_Alert_Group> in actionGroupld
<Alert_Group> in actionGroupld
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