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Muhstik is a variant of STD/Tsunami Bot belonging to a class of backdoor malware for Linux systems. 

It is used to launch DDoS attacks on the victim system and launches a crypto mining executable binary. 

In some systems it can also download several files or execute shell commands. 

 

OVERVIEW 
 

• The dropper shell script of this malware was first intercepted by the Subex Honeypot on 1st 

August 2020, 2:16:03. 

• Muhstik botnet was first exposed by Netlab360 researchers in May 2018. 

• Muhstik’s Payload is cross compiled for various architectures like ARM, Mips and Intel making 

it easy for the malware to infect many devices. 

• The communication of this malware takes place on the IRC protocol and its new variant has a 

change in fingerprinting the victim’s device to avoid IDS detection. 

• Muhstik, the variant of Tsunami Bot can perform DDoS attacks and also launch a Crypto mining 

agent. It can use multiple exploits to target Linux services such as Drupal, WordPress and GPON 

routers. Muhstik can duplicate itself in multiple directories and act as a dropper for many 

malwares. 

 

PAYLOAD AND INFECTION 
 
The entry of the malware happens through the dropper shell script. The script contains a few 

download and execution commands through which it can fetch the file “pty*” from an 

external server according to the architecture on the victim system.  

 

The sample found on the Subex Honeypot is the Dropper shell script.  

 

MD5 of the Dropper Shell Script: 861c40811b98780ce8eba0c572dfaa9b 

 

Dropper URL: hxxp://167.99.39.134/.x/pty* where * stands for 1,2,3,4,5,10 and 11 

according to the architectures. 

 

 
Figure 1 

 
As shown in the Fig.1,According to the shell script, it downloads the file, changes its 
permission, first to “chmod +x” to give it an executable function and then to “chmod 700” 

which means that others do not have any permission to change the file. The script then also 



downloads the file in multiple locations such as “/var/tmp” and “/var/run”. It finally removes 
the 1sh file that would have been created during the runtime. 
The pty* is the ELF file that is malicious. We worked on the Intel architecture file of pty. 
According to the shell script above, the Intel Architecture is of pty3. 
 

MD5 of pty3 f9c9dedda3e52be962fdf7b3b05a8146 

Size of pty3 49.1 kb 

 
The pty3 file is UPX packed. Through the shell script it would have directly been executed. 

During the execution of the ELF binary, it was found communicating with three different IPs, each 

during 3 different executions. As shown in Fig.2 

 

IP Addresses 185.62.137.56:2407 

162.249.2.189:2407 

185.61.149.22:2407 

Domain irc.deutschland-zahlung.net 

 

 
Figure 2 

When the TCP stream was followed, we could confirm that the sample was Muhstik because of the 

Username. As shown in Fig.3 

 
Figure 3 

As shown in Fig.4, The port number communicating was seen to be 2407. 

 

 
Figure 4 

We could observe that first the connection was established to the IP 185.62.137.56 using 

the TCP protocol and then was listened to. 
The malware was also seen copying itself in different directories like: 

• /var/tmp 
• /var/run 
• /dev/shm 
• /run/lock 

After duplication, it creates crontab entries to persist in the system. According to the found 
crontab entry, it carries on a specific action after every 5 minutes as shown in Fig 5. 
 

 
Figure 5 



NETWORK TRAFFIC ANALYSIS 
 
Once the activities have been finished, the collection of information is sent to C&C server 
using the IRC protocol with a custom port 2407. 
 

The malware assigns a nickname for the victim’s system which consists of 4 parts. 
 
The parts are: 
 

• “x86” – Architecture of the Victim’s system 
• “1” – Binary digit to confirm whether it is the root user or not 
• “10732083” – A unique number 
• “3c84e6ab8b6749415b76a0f1e49d33eb” – MD5 of Part of the Victim’s device 

name 
 
After the allocation of username and nickname, the C&C server sends a PING and in response 
the victim’s device sends a PONG as seen in Fig.6 
 

 
Figure 6 

 
It then sets the mode using a Mode command 
After an hour of execution, it was observed that there was another ELF being downloaded 
from the C&C server using a GET request as shown in Fig. 7 
 

 
Figure 7 

 
MD5 of the secondary file: 497f4e24464a748c52f92de1fba33551 

 
This file was seen communicating with the C&C server. The specified user agent was seen to 
be “XMRig/3.2.0” and the communication seemed similar to that of a crypto miner as 

shown in Fig.8 
 

 
Figure 8 



MITRE ATT&CK TECHNIQUES USED 
 

Technique ID Technique 
T1053 Scheduled Task/Job 
T1059 Command and Scripting Interpreter 
T1564 Hide Artifacts 
T1222 Files and Directory Permission Modification 

T1027 Obfuscated Files or Information 
T1070 Indicator Removal on Host 
T1518 Software Discovery 

 

VULNERABILITIES TARGETTED 
 

• CVE-2019-2725 
• CVE-2017-10271 
• CVE-2018-7600 

 
 

IOC’s 
 

f9c9dedda3e52be962fdf7b3b05a8146 

fd55671c226217e639278e874ecfdf06 

6e1e7dfc55924c0eef1e92435bc1d7b2 

7c7c3fe242561bc42ab567c8ae16288f 

4b55ffb75bd8f3e236b899e98353d851 

185.62.137.56:2407 

162.249.2.189:2407 

185.61.149.22:2407 

irc.deutschland-zahlung.net 

 
 
 

SUBEXSECURE PROTECTION 
 
SubexSecure detects the Dropper Shell Script as “SS_Gen_Downloader_shell_Muhstik” 
 
SubexSecure detects the Muhstik ELF Binary as “SS_Gen_ELF_Muhstik” 
 
SubexSecure detects the Cryptominer ELF Binary as “SS_Gen_ELF_Miner_A” 
 
SubexSecure detects the Muhstik C&C server communication as “SS-Muhstik_C2_Traffic.A” 
 
SubexSecure detects the Cryptominer Downloader as “SS-Cryptominer_Downloader.A” 
 
SubexSecure detects the Cryptomining Communication as “SS-Cryptomining_C2_Traffic.A” 



OUR HONEYPOT NETWORK  
 
This report has been prepared from threat intelligence gathered by our honeypot network 
that is today operational in 62 cities across the world. These cities have at least one of these 
attributes:  
 
▪ Are landing centers for submarine cables   

▪ Are internet traffic hotspots 

▪ House multiple IoT projects with a high number of connected endpoints  

▪ House multiple connected critical infrastructure projects    

▪ Have academic and research centers focusing on IoT   

▪ Have the potential to host multiple IoT projects across domains in the future  

 

Over 3.5 million attacks a day registered across this network of individual honeypots are 
studied, analyzed, categorized and marked according to a threat rank index, a priority 
assessment framework that we have developed within Subex. The network includes over 
4000 physical and virtual devices covering over 400 device architectures and varied 
connectivity flavors globally. Devices are grouped based on the sectors they belong to for 
purposes of understanding sectoral attacks. Thus, a layered flow of threat intelligence is 
made possible. 
 


